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Description 

FIELD OF THE INVE^^■|ON 

[0001] The present invention relates to a system and 
method for providing a communication services that are 
capable of making variety of controls, monitoring and 
data collections adaptable to the nature of various ap- 
pliance, for Instance, Installed In a house and connected 
to a general-purpose communication network, using a 
server, whteh is also connected to the same communi- 
cation network. Furthermore, the invention relates to a 
program for providing communication services using a 
computer. 

BACKGROUND OF THE INVENTION 

[0002] A conventional method of using communica- 
tion networic, such as a telephone line, to collect data 
relating to an amount of electric power consumption 
and/or amount of gas consumption In a house Is called 
"telemeter". Beside the one disclosed In Japanese Pat- 
ent Laid-Open No.11 -294757, there are many different 
methods, such as those described in Japanese Patent 
Laid-open No.2000-48284, No.2000-28381 6. No. 
11-247465, and No.2000-511732. 
[0003] The Patent Publication No. 11 -294757 disclos- 
es a method of measuring amount of consumption of 
liquid fuel and the like accurately without depending 
greatly on human work and not needing any complex 
device on a large scale. For this purpose, a state of con- 
sumption of liquid fuel stored in a home tank installed at 
one end where the liquid fuel is consumed is monitored 
according to amount of flow measured with a flow meter 
of the liquid fuel, and information relating to consump- 
tion of the liquid fuel that Includes at least one of an 
amount of consumption and a remaining amount of the 
liquid fuel is transmitted via data transmission networi<, 
such as a telephone line, to the other end where the liq- 
uid fuel is supplied. 

[0004] Another Patent Publication No.2000-48284 
discloses a method, which is intended to find abnormal- 
ity within a house by measuring amount of electric power 
consumption, and comparing a change in the amount of 
consumption with a prescribed pattern at the same time. 
To achieve this purpose, an apparatus disclosed in the 
publication includes: a signal generating device, which 
is electrically connected to an outlet of the electric power 
line in a freely detachable manner, and provided with a 
control panel for signal, transmission and a cun-ent 
source for generating an electric current of a certain pre- 
scribed pattern and outputting it to the power line when 
the control panel is operated; signal detection means for 
monitoring a load current on the power line, and detect- 
ing whether the prescribed pattern is Included In a pat- 
tern of the load current on the power line; and externally 
notrfier means for transmitting detection data of the pre- 
scribed pattern to the outside in an event the signal de- 



tection means detects the prescribed pattern. 
[0005] A method of measuring amount of gas con- 
sumption described in Publication No.2000-283816 Is 
designed to detect gas leakage and/or left-open gas 
5 valve based on a change in the amount of gas consump- 
tion being measured at the same time, and to shut off 
the gas valve automatically while reporting the matter 
simultaneously to a gas company and the like. For this 
purpose, a gas meter disclosed In the publlcatbn In- 
cludes a main body of the meter having a fixed gas pas- 
sage fonried therein, a flow-rate sensor for detecting a 
flow rate of fuel gas that flows through the gas passage, 
a cutoff vah/e disposed to the gas passage, leakage in- 
dication means for indicating leakage If the fuel gas Is 
leaking, and control means for controlling operation of 
thecutoff vah/e and the leakage Indication means. A gas 
leakage detection system of this publication includes a 
meter-monitoring unit for monitoring status of the gas 
meter, and communication means for transmitting to the 
meter-monitoring unit a detection signal, which indi- 
cates the status of the gas meter. The control means of 
the gas meter generates a slow leakage detection signal 
when such state that a flow rate of the fuel gas passing 
through the gas passage exceeds a threshold of leak- 
age level, continues beyond a predetermined period of 
slow leakage detection , and transmits the generated 
slow leakage detection signal to the meter-monitoring 
unit via the communication means. The control means 
operates the leakage indication means when the slow 
leakage signal Is transmitted to the meter-monitoring 
unit. On the other hand, the control means generates a 
slow leakage shut-off signal when the slow leakage de- 
tection signal is not transmitted to the meter-monitoring 
unit, so as to shut off the cutoff valve In response to the 
slow leakage shut-off signal to deter the slow leakage. 
Accordingly, this ensures safety when any such event 
takes place as abnonmal leaking or a failure of turning 
off the gas. The abnonnal leakage shut-off signal and 
the failure-to-turn shut-off signal are transmitted to the 
meter monitoring unit via the communication means, so 
as to let the gas supplier know that the gas is shut off 
due to abnomnal leakage or a failure to tum off the gas. 
{0006] Publication No. 11 -247465 is intended to Im- 
prove convenience of living in apartment houses and the 
like by collectively storing essential and expendable 
goods necessary for households, such as soap cakes, 
for instance, within the apartment, and by monitoring the 
inventories to avoid them from running out of the stock. 
The system disclosed in this publication is a stock sys- 
tem, which Includes detection means for detecting re- 
maining quantities of the living necessaries and goods 
in a stock space where the essential and expendable 
household goods are collectively stored within the apart- 
ment, and the like, and replenishing means for replen- 
ishing the living necessaries and goods according to a 
detected result from the detection means. A variety of 
different means may be used for the detection means 
depending on categories of the living necessaries and 
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goods. For Instance, it may be accomplished by a su- 
perintendent of the apartment house with his/her visual 
inspection, by use of a meter and the like if they are elec- 
trically and/or mechanically detectable through weight, 
capacity, and the Mice, or by use of another meter, which s 
may be checked visually by the superintendent, a sup- 
plier, a wholesaler and the like, or through any fonn of 
communication means. The replenishing means may be 
such a system that the superintendent or the like make 
an order of delivery from the supplier or the wholesaler, io 
using any of communication means based upon updat- 
ed figures of the inventory. Alternatively, it may be a 
method in which the supplier or the wholesaler takes an 
order under its own communication monitoring system 
as discussed above. 

[0007] In any of the prior art techniques, each of the 
device subject to measurement is fixed in the house, 
and the communication means for transmitting the 
measured results to the center and the like outside of 
the house must also be fixed in connection with each of 
the household device under measurement. Even when 
general-purpose public communication network, such 
as telephone line, is used as the communication means, 
a modem in connection to the telephone line and a local 
number on the telephone line need to be allocated and 
fixed individually and separately. 
[0008] In addition, details, such as the device subject 
to measurement, specifics of the measurement, what 
are measured, in what circumstances, under what con- 
ditions, how the results are communicated, and so on 
are prescribed In advance, so that the measurements 
are carried out only in the prescribed manner, and that 
they can not be modified diversely, flexibly, and/or timely 
according to any change in the condition and environ- 
ment of the site. 

[0009] Furthermore, it is difTicult for the communba- 
tion servtees provider to offer the communication serv- 
ices at comparatively low cost, since it has a billing ad- 
ministrative function on each network, which requires fa- 
cilities for every purpose and expenses respectively, as 
regard to the cost for providing the communication serv- 
ices. 

[001 0] Personal computer ("PC"), job-oriented ternii- 
nal, and cellular phone are examples of devices used in 

a content delivery system of the prior art. Described 
hereinafter is a method of obtaining contents. Fig. 40 
shows a content delivery system of the prior art. Content 
delivery source 5021 has contents in possession. Con- 
tent delivery destination 5022 is a place to receive con- 
tents. Content receiving means 5023 physically re- 
ceives contents. Content delivery client 5024 requests 
a delivery of contents. 

[0011] The content delivery client 5024 sends a re- 
quest of necessary content to the content delivery 
source 5021 through the content receiving means 5023 
in the content delivery destination 5022. At this time, the 
content delivery client 5024 registers information re- 
quired for obtaining the content. The content delivery 



source 5021 verifies the information input by the content 
delivery client 5024, and it pemnits the client to receive 
the content, and indicates a place where the content is 
stored, when it determines that the required Information 
was given. The content delivery dient 5024 makes ac- 
cess to the place of storage informed by the content de- 
livery source 5021 , and retrieves the content by using 
the content receiving means 5023. 
[0012] Japanese Patent Laid-Open No. 11 -341 449 
discloses another technique of the prior art that enables 
a user to watch a video content delivered by way of one- 
to-multiplicity broadcasting in a manner desirable to the 
user, in the disclosed technique, although the user can 
change a subject of contents according to his/her 
choice, the user is required to perform the related ma- 
nipulation thmugh his/her own receiver unit. 
[0013] According to the foregoing prior art method, it 
is necessary for the content delivery client to use content 
receiving means at the content delivery destination In 
order to receive contents. In other words, the content 
delivery client is restricted to receive the contents only 
in a site where a PC and/or a job-oriented temninal is 
provkjed, if he/she is required to use device, such as the 
PC and Job-oriented terminal. Even with the technique 
disclosed in the Publication No.11-341449, a place 
where the user receives the contents is limited in the like 
manner to the site equipped with a receiver unit, since 
he/she needs to perfomi necessary manipulation with 
the receiver unit he/she use to watch the contents. In 
the case of using such device as a cellular phone, which 
is not restrictive in location, there still is a limitation In 
using the device for receiving the contents, since the us- 
er must receive the contents with the same device he/ 
she used to request delivery of the contents. 

DISCLOSURE OF THE INVENTION 

[001 4] In a method of providing communication serv- 
ices, a first data processor detemnines a first procedure 
to be executed by a second data processor based on 
data received from a third data processor via a first net- 
work, and transmits to the second data processor via 
the first network first data for use in making the second 
data processor execute the detemnined first procedure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] 

Fig. 1 Is a structural diagram of a communication 
networic for achieving a communication services 
providing system and a method of the same accord- 
ing to a first exemplary embodiment of the present 
Invention; 

Fig. 2 illustrates a data packet transmitted by a user 
tenminal to a network server according to the first 
exemplary embodiment: 

Fig. 3 illustrates another data packet transmitted by 
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the user terminal to the network server according to 
the first exennplary ennbodiment; 
Fig. 4 shows a procedure and menu stored in ad- 
vance In the network server, for which each of 
household device is directed to execute, according s 
to the first exemplary embodiment; 
Fig. 5 illustrates another data packet transmitted by 
the user temiinal to the network server according to 
the first exemplary embodiment; 
Fig. 6 illustrates still another data packet transmit- io 
ted by the user temiinal to the network server ac- 
cording to the first exemplary embodiment; 
Fig. 7 illustrates a data packet transmitted by the 
network server to each of household device in a 
house, such as air conditioner and video player, ac- is 
cording to the first exemplary embodiment; 
Fig. 8 illustrates another data packet transmitted by 
the network server to the household device, such 
as air conditioner, and video player, according to the 
first exemplary embodiment; 20 
Fig. 9 shows a connection data storage table used 
for managing a connection for communication be- 
tween the network server and household device, in- 
cluding home gateway ("HGW"), according to the 
first exemplary embodiment; 25 
Fig. 1 0 Is a block diagram of an air conditioner hav- 
ing two different built-in microcomputers, according 
to the first exemplary embodiment; 
Fig. 11 is a block diagram of a video player having 
two different built-in microcomputers, according to 30 
the first exemplary embodiment; 
Fig. 12 Illustrates a data packet transmitted by the 
user terminal to the network server according to the 
first exemplary embodiment; 

Fig. 13 illustrates another data packet transmitted 35 
by the user terminal to the network server according 
to the first exemplary embodiment; 
Fig. 14 illustrates a data packet transmitted directly 
from a gas meter, as a household device, to a com- 
puter of a gas company, which represents a user 40 
terminal, according to the first exemplary embodi- 
ment; 

Fig. 15 Is a data configuration of gas consumption 
database according to the first exemplary embodi- . 
ment; 45 
Fig. 1 6 illustrates a data packet transmitted by the 
network server to the computer of the gas company, 
as the user terminal, according to the first exempla- 
ry embodiment; 

Fig. 1 7 shows a sequence of establishing a connec- so 
tion with due regard to the security, according to the 
first exemplary embodiment; 
Fig. 18 a connection data storage table used for 
managing aconnection for communication between 
the network server and household device, including S5 
HGW, according tothefirst exemplary embodiment; 
Fig. 19 illustrates a data packet transmitted by the 
userterminal to the network server according to the 



first exemplary embodiment; 
Fig. 20 illustrates another data packet transmitted 
by the usertemriinai to the network server according 
to the first exemplary embodiment; 
Fig. 21 illustrates a data packet transmitted by the 
network server to the HGW according to the first ex- 
emplary embodiment; 

Fig. 22 illustrates another data packet transmitted 
by the network server to the HGW according to the 
first exemplary embodiment; 
Fig. 23 illustrates a data packet transmitted by a gas 
meter, as a household device, to the network server 
according to the first exemplary embodiment; 
Fig. 24 Illustrates another data packet transmitted 
by the userterminal to the network server according 
to the first exemplary embodiment; 
Fig. 25 is a configuration of user tenninal function 
database according to the first exemplary embodi- 
ment; 

Fig. 26 illustrates a data packet transmitted by the 
network server to the gas meter according to the 
first exemplary embodiment; 
Fig. 27 illustrates another data packet transmitted 
by the network server to the gas meter according t'o 
the first exemplary embodiment; 
Fig. 28 shows a device-command conversion stor- 
age table according to the first exemplary embodi- 
ment; 

Fig. 29 shows a database for storing programs and 

parameters for a household device according to the 

first exemplary embodiment; 

Fig. 30 is a block diagram of a gas meter having two 

different built-in microcomputers according to the 

first exemplary embodiment; 

Fig. 31 shows a content delivery system according 

to a second exemplary embodiment of the present 

invention; 

Fig. 32 is a flow chart showing an operation of the 
content delivery system according to the second ex- 
emplary embodiment; 

Fig. 33 shows a delivery portion of the content de- 
livery system according to the second exemplary 

embodiment;. 

Fig. 34 shows a content delivery system according 
to a third exemplary embodiment of the present In- 
vention; 

Fig. 35 is a flow chart showing an operation of the 
content delivery system according to the third ex- 
emplary embodiment; 

Fig. 36 shows a content delivery system according 
to a fourth exemplary embodiment of the present 
invention; 

Fig. 37 is a flow chart showing an operation of the 
content delivery system according to the fourth ex- 
emplary embodiment; 

Fig. 38 shows details of a content delivery proxy and 
a content delivery source of the content delivery 
system according to the fourth exemplary embodl- 
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ment; 

Fig. 39 shows a delivery reception portion of the 
content delivery system according to the fourth ex- 
emplary embodiment; and 

Fig. 40 shows a content delivery system of the prior 5 
art. 

THE BEST MODES FOR CARRYING OUT THE 
INVENTION 

(First Exemplary Embodiment) 

[001 6] Fig. 1 is structural diagram of a communication 
network for providing communication service system 
and a method according to the first exemplary embodi- 
ment of this invention. Network server 103 has a func- 
tion of making data communication with home gateway 
("HGW"), which is a data processor, through Internet 
101. In other words, the server 103 receives a request 
by way of data communication over the Internet 101 
from any of user tenninal 1 , user tenninai 2 and user 
terminal 3, that it initiate communication with any of 
HGW1 , HGW2, household device 1 and household de- 
vice 3, all defining data processors, or directly to any of 
the household device 1 and the household device 3, al- 
so defining data processors, to make It execute a pre- 
determined procedure, and the server 103 actually 
makes it execute the procedure by communicating with 
them. 

[001 7] The network server 1 03 carries out data com- 
munication with any of HGW1, HGW2, household de- 
vice 1 and household device 3 in response to a request 
of the usertemninals 1 through 3, and provides the com- 
munication sen/lces. 

[001 8] In this first exemplary embodiment, the house- 
hold device 1 represents an air conditioner installed in 
the house, and the household device 3 represents a vid- 
eo player placed in another house. Although the air con- 
ditioner and the video player are located in separate 
houses In this embodiment, they may be installed in the 
same house. 

[001 9] In the first exemplary embodiment, HGW1 and 
HGW2 assign an household network address to each 
of the household device 1 and the in household device 
3, and manage them so as not to have any home net- 
work address duplicated to plural data processing de- 
vice. HGW1 and HGW2 analyze a destination address 
of a data packet in the data communication made be- 
tween the network server 1 03 and any of the household 
device 1 and the household device 3, convert the data 
packet so that it carries a correct destination address of 
the data processor to which the packet is addressed 
when they relay the transmission, and route the data 
packet to the designated data processor. On the other 
hand, HGW1 or HG W2 receives the data packet by Itself 
if it is addressed to any of them, and neither of them 
relays transmission of the data packet. 
[0020] Furthermore, the household device 1 and the 



household device 3 are connected to HGW1 and HGW2 
via an ordinary network or household network, and that 
HGW1 and HGW2 are connected to the outside of 
house through Intemet 1 01 . in this first exemplary em- 
bodiment. Or, the household device 1 and the house- 
hold device 3 may be connected directly to the outside 
of house, i.e. the network server 103 in particular, via 
Internet 101 , and a HGW is not necessary in this case. 
[0021] Moreover, although each house is provided 
with one HGW in the first exemplary embodiment, there 
may be plural HGW in any single house. 
[0022] In the first exemplary embodiment, the prede- 
tennlned procedures to be executed by the HGW1 , and 
HGW2, orthe household device 1 and household device 
3, as requested over the data communication made 
from the user terminal 1. user tenninai 2 and user ter- 
minal 3 via Internet 1 01 , are such procedures as "turning 
on power supply to the air conditioner at 7:00 pm today, 
and maintaining a room temperature of 22 ^'C from that 
time on" for the air conditioner, and "recording a televi- 
sion program broadcasted on channel 5 from 8:00 pm 
to 10:00 pm today" for the video player. 
[0023] Fig. 2 shows data packet 201 transmitted from 
one of the user terminal to the network server 103 in 
order to send a request of the former procedure to the 
air conditioner 

[0024] Internet Protocol ("IP") address 202, or a des- 
tination of the data packet 201 is the global address des- 
ignating the network server 103. 
[0025] Owner ID number 203, or "nakagawah", is an 
identification that designates a family having a device 
subject to control of the procedure. This owner ID 
number 203 is given by a service provider that manages 
the network server 103, as a number that does not du- 
plicate in the service operation, at the time the client 
signs up for the services, as the client owns a HGW and 
household device and desires to remotely control the 
device from his/her usertenminal. Or, it may be assigned 
freely by the client, and It is approved for his/her use 
upon confirmation of Its uniqueness. 
[0026] In addition, the owner ID number is used also 
as an account number to Identify the family and/or an 
individual for billing control purpose when the service 
provider collects service fees. 

[0027] Device directory 204, "hwgl/airconi" can be 
divided into a code of "hwg1 ", which identifies one spe- 
cific unit of HGW provided within the house of "nakaga- 
wah" identified by the owner ID number 203, and anoth- 
er code of "alrconV, which likewise identifies one of air 
conditioners connected to a home network of the HGW. 
These codes indicate that this packet 201 is a data pack- 
et Intended to operate air conditioner 1 connected with 
the outside through Internet 101 via HGW1 installed in 
a specified house, so as to make the air conditioner per- 
fornn a prescribed procedure. 

[0028] Data 205 in the data packet 20 1 represents da- 
ta, which indicates procedure 1 for which the air condi- 
tioner 1 designated by the owner ID number 203 and 
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the device directory 204 is directed to perform, and it is 
a procedure of "turning on power supply at 7:00 pm to- 
day" in this exemplary embodiment. Although not explic- 
itly shown In Fig. 2, any procedure, such as the above, 
is encoded according to a certain predetermined coding 
scheme to compose the data packet 201 , in this and/or 
other exemplary embodiments. 
[0029] Procedure 2: 207 in the data packet 201 rep- 
resents a data Indicating procedure 2 for which the air 
conditioner 1 designated by the owner ID number 203 
and the device directory 204 is directed to perfomri, and 
it is a procedure of "maintaining a room temperature of 
22 ^'C after 7:00 pm today" in this exemplary embodi- 
ment. Similarly, any procedure such as this is also en- 
coded according to the certain predetermined coding 
scheme to compose the data packet 201 , although not 
explicitly shown in Fig. 2. 

[0030] Fig. 3 shows another data packet 301 that the 
user temiinal transmits to the network server 1 03 in or- 
der to request the above procedures to the air condition- 
er. 

[0031] Since destination IP address 202, owner ID 
number203, and device directory 204 of the data packet 
301 are Identical to the destination IP address 202, own- 
er ID number 203, and device directory 204 of the data 
packet 201 respectively, details of them are skipped. 
[0032] IVIenu number 305 in the data packet 301 rep- 
resents a number referred to for selection of a menu 
among those stored beforehand in the network server 
1 03, and that the menu covers a procedure for which an 
air conditioner designated by the owner ID number 203 
and the device directory 204 is directed to perfomn. 
[0033] Fig. 4 shows procedures and their menu de- 
signed for making a variety of household device to per- 
form, and stored in advance in the network server 103, 
according to this exemplary embodiment. 
[0034] In this exemplary embodiment, home gateway 
HGW1 designated as "hgw1 " in the device directory 204 
is installed in a subject house named "nakagawah", 
which is identical to the owner I D number 203 In the fam- 
ily designation, as shown in Fig. 4. The house is 
equipped with air conditioner 1 designated by "airconl" 
in the device directory 204 and video player 1 designat- 
ed by "videor in the device directory 504 connected 
with home gateway HGW1 via a home network. 
[0035] The air conditioner 1 can execute a procedure 
of "turning on power supply at a specified time, and 
maintaining room temperature at a specified degree", a 
procedure of "turning on power supply at a specified 
time, and running for dshumidiflcation", and another 
procedure of "turning off the power supply at a specified 
time", and these procedures correspond to the menu 
numbers 1 , 2 and 3 respectively. 
[0036] Video player 1 can be operated for a procedure 
of "recording a television program broadcasted on a 
specified channel, from a specified time till another 
specified time", and this procedure con^esponds to 
menu number 1. 



10 

[0037] Data packet 301 includes menu number 305 
as being "1 ", which means that the procedure of "turning 
on power supply at a specified time, and maintaining 
room temperature at a specified temperature", corre- 

5 spending to the menu number 1 is selected among the 
procedures that can be directed to the air conditioner 1 . 
[0038] Data 307 in the data packet 301 represents pa- 
rameter 1 required for the air conditioner 1 to execute 
the procedure of "tuming on power supply at a specified 

10 time, and maintaining room temperature at a specified 
degree", and it shows time when the power supply is to 
be turned on. 

[0039] Data 309 in the data packet 301 represents an- 
other parameter 2 required for the air conditioner 1 to 
IS execute the procedure of 'lurning on power supply at a 
specified time, and maintaining room temperature at a 
specified degree", and it shows a room temperature to 
be maintained by the air conditioner 1 . 
[0040] Although not explicitly shown In Fig. 3, such 
menu number 305, data 307, and data 309 are encoded 
according to a certain predetermined coding scheme 
when encapsulated into the data packet 301 , in the like 
manner as the afore-said data packet 201 . 
[0041 ] Fig. 5 shows data packet 501 transmitted frorri 
the user terminal to network server 1 03 in order to send 
a request for the procedure of 'recording a television 
program broadcasted on channel 5 between 8:00 pm 
and 1 0:00 pm today" for the video player 1 . 
[0042] Since destination IP address 202 and owner 
ID number 203 of the data packet 501 are identical to 
the destination IP address 202 and owner ID number 
203 of the data packet 201 respectively, details of them 
are skipped. 

[0043] Device directory 504, i.e. "hwg1/video1", can 
be divided into the code "hwgl ", whk:h identifies one 
specific unit of HGW provided within the house of "nak- 
agawah" identified by the owner ID number 203. and 
another code "videol", which identifies one of video 
players connected to a home network of the HGW. The 
data packet 501 Indicates a packet intended to operate 
the video player 1 connected with the outside through 
Internet 101 via HGW1 Installed in a specified house, 
so as to make the video player 1 perfonm a prescribed 
procedure. 

[0044] Data 505 In the data packet 501 represents 
procedure 1 for which the video player 1 designated by 
the owner ID number 203 and the device directory 204 
is directed to perfomi, and it is a procedure of "recording 
a television program broadcasted on channel 5 between 
8:00 pm and 1 0:00 pm today" in this exemplary embod- 
iment. 

[0045] Although not explicitly shown in Fig. 5, any pro- 
cedure, such as above, is encoded according to a cer- 
tain predetermined coding scheme when encapsulated 
Into the data packet 501 . 

[0046] Fig. 6 shows another data packet 601 that the 
user terminal transmits to the network server 103 in or- 
der to send a request of the above procedures to the 
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video player 1 . 

[0047] Since destination IP address 202, owner ID 
nunfiber203, and device directory 504 of the data packet 
601 are identical to the destination IP address 202, own- 
er ID number 203, and device directory 504 of the data 5 
packet 501 respectively, their details are skipped. 
[0048] Menu number 605 in the data packet 601 rep- 
resents a number refenred to for selection of a menu 
among those stored beforehand in the network server 
103, and that the menu covers a procedure for which io 
the video player 1 designated by the owner ID number 
203 and the device directory 204 is directed to perform. 
[0049] Fig. 4 shows a procedure and a menu de- 
signed for making the video player to perfomn, and it is 
stored in advance in the network server. The video play- 
er 1 can be operated for the procedure of "recording a 
television program broadcasted on a specified channel, 
starting at a specified time and continued for a specified 
period of time", and this procedure corresponds to menu 
number 1. 

[0050] Data packet 601 includes menu number 605 
as being "1", which means that the procedure of "record- 
ing a television program broadcasted on a specified 
channel, starting at a specified time, and continued for 
a specified period of time" corresponding to the menu 
number 1 , is selected among procedures that can be 
directed to the video player 1 . 

[0051 ] Data 607 in the data packet 601 represents pa- 
rameter 1 required for the video player 1 to execute the 
above procedure, and it shows time when the recording 
is to be started. 

[0052] Data 609 in the data packet 601 represents pa- 
rameter 2 also required for the video player 1 to execute 
the above procedure, and it shows a period of time dur- 
ing which the recording is continued. 
[0053] Data 6 1 1 in the data packet 601 represents pa- 
rameter 3 also required for the video player 1 to execute 
the above procedure, and it shows a channel of broad- 
casting station to be tuned for the recording. 
[0054] Although not explicitly shown in Fig. 6, such 
menu number 605, data 607, data 609 and data 61 1 are 
also encoded according to the certain predetermined 
coding scheme to compose the data packet 601. in the 
like manner as the foregoing data packet 501 . 
[0055] When the network server 1 03 receives the da- 
ta packet 201 , data packet 301 , data packet 501 , and 
data packet 601 transmitted from the user terminal, it 
provides communication service by transmitting a data 
packet via the Internet to a household device, such as 
the air conditioner 1 and video player 1 , so as to activate 
any of the air conditioner 1 and video player 1 in the 
house to execute the task directed by these data pack- 
ets. 

[0056] Fig. 7 shows data packet 701 that the network 
server 1 03 transmits to the household device, such as 
the air conditioner 1 and video player 1, for this purpose. 
[0057] Destination I P address 703 of the data packet 
701 indicates an internet address of the household de- 



vice, such as HGW, video player, and air conditioner, 
designated by owner ID number 203 and device direc- 
tory 204 of the data packet 201 and the data packet 301 , 
or by owner ID number 203 and devk:e directories 504 
of the data packets 501 and the data packets 601 sent 
from the user terminal. 

[0058] The network server 1 03 Is provided in advance 
with connection data storage table 901 shown in Fig. 9 
for establishing correlation of the HGW and household 
device designated by the owner ID numbers and the de- 
vk:e directories with the IP addresses, or the Internet 
addresses. Table 901 con-elates the HGW and house- 
hold device designated by the owner ID numbers and 
the device directories with the IP addresses, or the in- 
ternet addresses, in addition, it implements usage- 
based billing according to traffic monitoring in the home 
network and a number of packets gaining access to the 
household device by means of counting the number of 
data packets making access to the HGW and household 
device. 

[0059] The network server 1 03 searches through con- 
tents of the connection data storage table 901 by using 
the owner ID number 203 of the data packet received 
from the user terminal. The server 103 finds device di- 
rectory 91 1 within a record of the connection data stor- 
age table 901 that corresponds to device directory 204 
and/or device directory 504 of the HGW and/or house- 
hold device for which it has received a request of data 
transmission to perfomn a certain procedure, retrieves 
IP address 909 in the record that includes the device 
directory 911 . and uses the IP address 909 as the des- 
tination IP address for the HGW and/or the household 
device for which it has received the request of data 
transmission to perfomn the certain procedure. In addi- 
tion, the server 103 sets it to set the destination IP ad- 
dress 703 in the data packet 701 transmitted to the HGW 
and/or the household device. 

[0060] At the same time, it adds a count of one to 
transmitted packet traffic counter 91 7 in the connection 
data storage table 901 . As a result, this enables the 
server 1 03 to count a number of data packets transmit- 
ted to the concerned household device within a certain 
period of time, such as an hour, a day or one month, 
thereby making it possible to calculate an amount of traf- 
fic of the transmitted data packets from the network 
server 1 03 to any given household device. Moreover, 
this also enables the server 1 03 to use the transmitted 
packet traffic counter 91 7 for usage-based billing of the 
communication services for each household device. 
[0061] The transmitted packet traffic counter 917 is 
cleared back to zero when the service charge is settled 
between the client who owns the household device and 
the communication service provider using the network 
server 103. 

[0062] In the case transmitted packet traffic counter 
917 is not used for the usage-based billing of the com- 
munication services, the transmitted packet traffic coun- 
ter 917 is cleared in a such timing that is detemnined 
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depending on a counting period as to when the traffic 
count ends, and the like. 

[0063] When the network server 1 03 receives a data 
packet from any given household device, It is counted 
by adding a count of one to received packet traffic coun- 
ter 915 in the connection data storage table 901 . 
[0064] In the like manner as the transmitted packet 
traffic counter 917, the received packet traffic counter 
915 can be used for calculation of an amount of traffic 
of the received data packets from any given household 
device, and also for usage-based billing of the commu- 
nication sen/ices. 

[0065] The received packet traffic counter 915 is 
cleared to zero at the same timing as the transmitted 

packet traffic counter 917. 

[0066] The network server 1 03 stores beforehand da- 
ta 705 for the data packet 701 to direct any household 
device, such as an air conditioner and a video player, to 
execute a predetemnlned procedure, and the data 705 
is a data for directing the HGW, air conditioner, video 
player, and the tike to execute the predetemiined pro- 
cedure specified by any of the data 205 and data 207 of 
the data packet 201, menu number 305, data 307 and 
data 309 of the data packet 301 , data 505 of the data 
packet 501 , and menu number 605, data 607, data 609 
and data 611 of the data packet 601 transmitted from 
the user temiinal. 

[0067] The household device, such as air condition- 
.ers and video players, may be connected to a HGW set 
up within a house through a home network, and these 
household device as the airconditioners and video play- 
ers may be in communication with the outside via the 
Internet 101 through the HGW. Fig. 21 shows data pack- 
et 2101 , which Is transmitted to air conditioner 1 and/or 
video player 1 in this instance by the network server 1 03. 
[0068] Data 21 03 in the data packet 2101 is destina- 
tion IP address 1 representing HGW1, and data 21 05 is 
destination IP address 2 representing one of the house- 
hold devk:e. 

[0069] First, the network server 1 03 selects a connec- 
tion data storage table for the house corresponding to 
owner ID number 203 Included in the data packet re- 
ceived from the user tennlnal. Next, the server 103 
searches twice through contents of the connection data 
storage table 901 for the device directories in the clas- 
sified order, or starting first from "hgwl " on the left, and 
"videol" next, in the Instance of "hwgl/videol" in the 
device directory 504 of the data packet 501 . The sen/er 
103 finds device directory of the HGW1 having the 
household device In connection thereto and another de- 
vice directory of the household device itself, for which it 
has received a request of data transmission to perfom 
a certain procedure, within the record of the connection 
data storage table 901 , retrieves IP address 909 In the 
record that includes the device directory 91 1 , and uses 
it for setting up a destination IP address for the house- 
hold device for which it has received the request of data 
transmission to perfonn the certain procedure, and for 



the HGW with which the household device is in connec- 
tion. In addition, the server 103 uses it to set up an ad- 
dress for data 2103 and another data 2105 in the data 
packet 2101 to be transmitted to the household device 
5 via the HGW. 

[0070] ' At the same time, it adds a count of one each 
to transmitted packet traffic counter 91 7 in the connec- 
tion data storage table 901, of which the device directory 
911 Is "hgwl" and another transmitted packet traffic 
10 counter 917 in the connection data storage table 901 , 
of which the device directory 911 is "hgw1/video1 Ac- 
cordingly, this enables the server 1 03 to count a number 
of data packets transmitted to the Individual device of 
HGW1 and the video player 1 within a certain period of 
time, such as one hour, a day or one month, thereby 
making it possible to calculate an amount of traffic of the 
transmitted data packets from the network server 103 
to each of the specified household devbe. 
[0071 ] When the networi< server 1 03 transmits a data 
packet to the video player 1 connected with the HGW1 
via the home network, It adds a count of one to the trans- 
mitted packet traffic counter 91 7 in the connection data 
storage table 901, of which device directory 911 is 
"hgwl ", that is, the transmitted packet traffic counter 91-7 
fortheHGWI. 

[0072] Moreover, it is possible to make usage-based 
billing for the communication services on each unit of 
the household device, that Is, a unit-by-unit basis forthe 
video player 1 and the air conditioner 1 , for example, 
according to the transmitted packet traffic counter 917 
for each of the HGW and the transmitted packet traffic 
counter for each of the household device. Or, it Is also 
possible to make the usage-based billing for the com- 
munication services on each of the HGW1 . 
[0073] The transmitted packet traffic counter 917 is 
cleared back to zero when the billing of the communi- 
cation services is settled between the client who owns 
the household device and the provider that renders the 
communication services using the network server. 
[0074] In the case transmitted packet traffic counter 
917 Is not used for the usage-based billing of the com- 
munication services, the transmitted packet traffic coun- 
ter 917 is cleared in a such timing that is detemnined 
depending on a counting period as to when the traffic 
count ends, and the like. 

[0075] When the network server 1 03 receives a data 
packet from certain household device, it is counted by 
adding one to the received packet traffic counter 91 5 is 
incremented by one, in each record forthe device direc- 
tory 911 of "hgw1" and the device directory 911 of 
"hgw1A/ideo1" on the connection data storage table 
901. 

[0076] In the like manner as the transmitted packet 
traffic counter 917, the received packet traffic counter 
915 can be used for calculation of an amount of traffic 
of the received data packets from any given household 
device, and also for usage-based billing of the commu- 
nication services. Further detail about timing for clearing 
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these traffic counts is not repeated here, since it is same 
as tliat of the transmitted packet traffic counter 91 7. 
[0077] Data 705 in the data paclcet 21 01 for directing 
any household device, such as an air conditioner and a 
video player, to execute a predetemiined procedure is 
identical to the data 705 in the data paclcet 701 , and de- 
tail of It will therefore be skipped. 
[0078] When the network server 1 03 receives the da- 
ta packet 201, data packet 301, data packet 501, and 
data packet 601 transmitted from the user temiinal. it 
renders communication service by transmitting a data 
packet via the Internet to an household device, such as 
the air conditioner 1 and video player 1 , so as to activate 
any of the air conditioner 1 and video player 1 In the 
house to execute tasks directed by these data packets. 
Fig. 8 shows another data packet 801 transmitted for 
the purpose of providing communication service to the 
household device, such as the air conditioner 1 and vid- 
eo player 1 . 

[0079] Destination IP address 703 of the data packet 
801 indicates an internet address of the household de* 
vice, such as HGW. video player, and air coridltioner, 
designated by owner ID number 203 and device direc- 
tory 204 of the data packet 201 and the data packet 301 , 
or owner ID number 203 and device directories 504 of 
the data packets 501 and the data packets 601 sent from 
the user terminal. Further detail Is skipped, as it Is iden- 
tical to the destination IP address 703 
[0080] TTie transmitted packet traffic counter 917 and 
the received packet traffic counter 915 on the connec- 
tion data storage table 901 have the same purposes, 
compositions, operations, and functions as those de- 
scribed In connection with the data packet 701 , and fur- 
ther explanation will therefore be skipped. 
[0081] The network server 1 03 stores in advance pro- 
gram 805 for the data packet 801 to direct any house- 
hold device, such as an air conditioner and a video play- 
er, to execute a predetemiined procedure, as a program 
for microcomputer built into the HGW, the air condition- 
er, the video player and the like, for making the HGW, 
the air conditioner, the video player and the like execute 
the predetermined procedure specified by any of the da- 
ta 205 and data 207 of the data packet 201, menu 
number 305, data 307 and data 309 of the data packet 
301 , data 505 of the data packet 501 , and menu number 
605, data 607, data 609 and data 611 of the data packet 
601 transmitted from the user tenninal. 
[0082] The network server 1 03 also stores In advance 
data 807 for the data packet 801 used for the program 
to direct any of the household device, such as the air 
conditioner and the video player, to execute the prede- 
termined procedure, as a data used to carry out the pro- 
gram for microcomputer built into the HGW, the air con- 
ditioner, the video player and the like, for making the 
HGW, the air conditioner, the video player and the like 
execute the predetermined procedure specified by any 
of the data 205 and data 207 of the data packet 201 . 
menu number 305, data 307 and data 309 of the data 



packet 301 , data 505 of the data packet 501 , and menu 
number 605, data 607, data 609 and data 611 of the 
data packet 601 transmitted from the user temiinal. 
[0083] The household device, such as air condition- 

5 ers and video players, may be connected to a HGW set 
up withjn a house through a home network, and these 
household device as the alrconditloners and video play- 
ers may be in communication with the outside via the 
Internet 1 01 through the HGW, Fig. 22 shows data pack- 

10 et 2201 , which is transmitted to air conditioner 1 and/or 
video player 1 , in this instance, by the network server 
103. 

[0084] Data 21 03 In the data packet 2201 is destina- 
tion IP address 1 representing HGW1 , and data 2105 Is 
. 15 destination I P address 2 representing one of the house- 
hold device. 

p)085] The manner in whtoh the network server 1 03 
searches through connection data storage table 901 , 
and sets respective address codes to data 21 03 and da- 

20 ta 2105 in the data packet 2201 is same as the method 
of setting the address codes to the data 21 03 and the 
data 2105 as described for the data packet 21 01 , and 
their details will therefore be skipped. 
[0086] Furthemnore, the transmitted packet traffk: 

25 counter 91 7 and the received packet traffic counter 915 
on the connection data storage table 901 have the same 
purposes, compositions, operations, and functions as 
those already described in connection with the data 
packet 2101, and thus further explanation will be 

30 skipped. 

[0087] The program 805 In the data packet 2201 to 
direct any of the household device, such as the air con- 
ditioner and the video player, to execute the predeter- 
mined procedure, and the data 807 also in the data 
35 packet 2201 used to carry out the program for making 
the household device, such as the air conditioner and 
the video player, execute the predetemiined procedure 
are identical to the program 805 and the data 807 of the 
data packet 801 , and further explanation will therefore 
40 be skipped. 

[0088] The network server 103 transmits the data 
packet 701 , data packet 21 01 , data packet 801 and data 
packet 2201 to the HGW or to the household device, 
such as the air conditioner and the video player, desig- 
ns nated by the owner ID number 203, the device directory 
204, another owner ID number 203, and another device 
directory 204 shown in the data packet 201 , data packet 
301 , data packet 501 and data packet 601 sent from the 
user tenninal. 

50 [0089] The communication service is thus rendered 
to these HGW and/or the household device, such as the 
air conditioner and the video player, for making them ex- 
ecute the predetenmlned procedure requested with the 
data packet 201 , data packet 301 , data packet 501 and 

55 data packet 601. 

[0090] HGW1 (107), HGW2 (105). household device 
1 (109) and household device 3 (113) in Fig. 1 receive 
the data packet 701 , data packet 2101, data packet 801 
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and data packet 2201 transmitted from the network 
server 103. 

[0091 ] Any of HGW1 (1 07) and HGW2 (1 05) receives 
the data packet 701 and the data packet 801 , if their 
destination IP addresses 703 show any of them, and ex- 
ecutes the procedure specified by these data packets. 
[0092] Any of HGW1 (1 07) and HGW2 (1 05) receives 
the data packet 2101 and the data packet 2201 if their 
destination IP addresses 1 (2103) show any of them. It 
then deletes the destination IP address 1 (2103) of the 
data packet 21 01 , and converts the destination address 
703 of the data packet 701 into same fonmat as the des- 
tination address 2 (21 05) of the data packet 21 01 . Like- 
wise, any of HGW1 (107) and HGW2 (105) deletes the 
destination IP address 1 (21 03) of the data packet 2201 , 
and converts the destination address 703 of the data 
packet 801 into the same format as the destination ad- 
dress 2 (2105) of the data packet 2201 . HGW1 (107) 
and/or HGW2 (105) then forward the data packets 
through the home network to the household device 
shown by the destination IP addresses. 
[0093] in the case where the household device is con- 
nected directly to the outside through the Intemet with- 
out any HGW, the destination IP address 703 of the data 
packet 701 and the data packet 801 does not indicates 
the HGW, but the household device, such as air condi- 
tioner and video player, that is directly connected to the 
outside through the Intemet. In this case, the household 
device, such as air conditioner and video player, re- 
ceives the data packet 701 and the data packet 801 di- 
rectly through the intemet. 

[0094] The household device, such as HGW, air con- 
ditioner and video player, designated by the destination 
IP address 703 and the destination IP addresses 2105 
in the data packet 701 , data packet 21 01 , data packet 
801 and data packet 2201 receives the data packet 701 , 
data packet 21 01 converted into the fomnat of data pack- 
et 701 by the HGW, data packet 801, and data packet 
2201 converted into the format of data packet 801 by 
the HGW respectively, through the Internet or another 
network, such as a home network in addition to the in- 
ternet, decodes the contents, and executes the proce- 
dure instructed by the contents. 
[0095] Contents of the data 705 for directing the 
household device, such as air conditioner and video 
player, to execute the predetenmined procedure, and in- 
cluded in the data packet 701 and the data packet 21 01 
converted into the same fomnat as the data packet 701 
by the HGW, as well as the predetenmined procedure to 
be executed as directed -by the contents are stored in 
advance in the HGW or the household device, such as 
the air conditioner and the video player, designated by 
the data packets and the procedure is therefore execut- 
able. Thus, any of these household devbe executes the 
predetermined procedure according to the contents di- 
rected to it. 

[0096] The program 805 for directing the household 
device, such as the air conditioner and the video player, 
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to execute the predetemnined procedure, and Included 
in the data packet 801 and the data packet 2201 con- 
verted into the same fonmat as the data packet 801 by 
the HGW Is loaded into a predetenmined area within a 
5 predetenmined memory by microcomputer 1 built into 
the HGW or the household device, such as the air con- 
ditioner and the video player, designated by the data 
packets, and it is executed by microcomputer 2 built Into 
the household device, such as the video player 
10 [0097] The data 807 used to canry out the program for 
directing the household device, such as the air condi- 
tioner and the video player, to execute the predeter- 
mined procedure, and included in the data packet 801 
and the data packet 2201 converted Into the same for- 
mat as the data packet 801 by the HGW is stored in a 
predetenmined area within a predetermined memory by 
the microcomputer 1 built into the HGW or the house- 
hold device, such as the air conditioner and the video 
player, designated by the data packets, and it Is used 
when the built-in microcomputer 2 executes the pro- 
gram. 

[0098] The microcomputer 1 and the microcomputer 
2 built into the above household device, such as the aiir 
conditioner and the video player, may be on a commoh 
microcomputer, or they may be separate microcomput- 
er 

[0099] Fig 1 0 shows a block diagram of the air condi- 
tioner, and Fig. 11 shows a block diagram of the video 
player, both having separate built-in microcomputer 1 

and microcomputer 2. 

[0100] Communication control microcomputer 1009 
of Fig. 10 receives either data packet 801 directly from 
the network server 103 via the Intemet 101, or data 
packet 2201 that is converted into the fonmat of data 
packet 801 by the HGW and relayed thereto through the 
home network. 

[0101] The communication control microcomputer 
1009 loads into a predetermined area within program- 
area memory 1013, program 805 contained in the data 
packet 801 and/or the data packet 2201 , which Is con- 
verted into the fonmat of data packet 801 by the HGW, 
for making the air conditioner execute the predeter- 
mined procedure. The communication control micro- 
computer 1009 stores in a predetermined area within 
data-area memory 1 01 5, data 807 contained In the data 
packet 801 and/or the data packet 2201 converted into 
the fonmat of data packet 801 by the HGW, and used to 
carry out the program 805 for making the air conditioner 
execute the predetermined procedure. 
[0102] Air-conditioner control microcomputer 1007 
carries out the program loaded into the program-area 
memory 1 01 3 by using the data stored in the data -area 
memory 1 01 5, to control power controller 1 005 for turn- 
ing power supply to the air conditioner on and off. The 
air-condltloner control microcomputer 1 007 also carrtes 
out the program loaded into the program-area memory 
1013 by using the data stored in the data-area memory 
1 015, to control air conditioner unit 1003 for maintaining 
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room temperature at a given temperature level or for de- 
humidification. In this exemplary embodiment, the data 
stored In the data-area memory 1 015 defines such data 
as a time at which power supply to the air conditioner Is 
turned on and/or off, control mode of the air conditioner, s 
such as operation for dehumidification, heating, cooling, 
air-conditioning by way of a heating and cooling combi- 
nation, for instance, to maintain the room temperature 
at a given temperature. 

[0103] Communication control microcomputer 1109 
of Fig. 11 receives either data packet 801 directly from 
the network server 103 via the Internet 101, or data 
packet 2201 that is converted Into the format of data 
packet 801 by the HGW and relayed thereto through the 
home network. 

[0104] The communication control microcomputer 
1109 toads Into a predetemnined area within program- 
area memory 1113, program 805 contained in the data 
packet 801 and the data packet 2201 converted into the 
formal of data packet 801 by the HGW, for making the 
video player, I.e. the household device, execute the pre- 
determined procedure. The communication-control mi- 
crocomputer 1 009 stores in a predetermined area within 
data-area memory 1115, data 807 contained In the data 
packet 801 and the data packet 2201 converted into the 
format of data packet 801 by the HGW, and used to carry 
out the program 805 for making the video player execute 
the predetermined procedure. 
[01 05] Video-player control microcomputer 1 1 07 car- 
ries out the program loaded into the program-area mem- 
ory 1 1 1 3 by using the data stored in the data-area mem- 
ory 1115. to control power controller 1105 for turning 
power supply to the video player on and off. The video- 
player control microcomputer 1107 also carries out the 
program loaded Into the program-area memory 11 13 by 
using the data stored in the data-area memory 1115. to 
control video player unit 1 003 in a manner that it records 
a television program broadcasted on a specified chan- 
nel, from a specified time till another specified time. In 
this exemplary embodiment, the data stored In the data- 
area memory 1115 defines such data as a time at which 
power supply to the video player is tumed on and/or off, 
details of how the video player is controlled when re- 
cording of a television program is started, another time 
at which the recording is discontinued and the power 
supply is turned off, and a broadcasting channel of the 
television program to be recorded. 
[01 06] The household device connected to the HGW 
may be a monitor camera set up in a house. In this case, 
a communication service requested from the user ter- 
minal, for instance, is to transmit a real-time image data 
taken by the monitor camera set up in the house to the 
user terminal via the HGW, This way, a user is able to 
see how things stand in his/her house through the image 
given by the monitor camera set up In the house from 
anywhere, such as a place of visit and his/her office, for 
example, so as to take advantage of it for maintaining 
security of the house, including for example, crime pre- 



vention, detection of fire, and the like. The user may use 
a personal computer, or any other device, such as a 
portable terminal like Personal Digital Assistance 
("PDA" ) and a cellular phone, though display screens 
of which are somewhat smaller in general and their res- 
olution. Is poorer than personal computer, as the user 
terminal for him/her to use from the outside when mak- 
ing a request of transmission of an image of the monitor 
camera. It may be necessary in the above case that the 
image data taken by the monitor camera is converted in 
order to make it compatible with capability of the user 
terminal. 

[0107] Fig. 12shows data packet 1201, which the us- 
ertransmits from the usertermlnal to the network server 
103 when making a request from the place of his/her 
visit for a communication service that the network server 
1 03 transmit to the user tenninal through the HGW an 
image data presently being taken by the monitor cam- 
era, or the household device set up in the house and 
connected to the HGW. 

[0108] Explanation for destination IP address 202 and 
owner ID number 203 of the data packet 1201 is 
skipped,. since they are identical to the destination IP 
address 202 and the owner ID number 203 of the data 
packet 201 . 

[0109] Device directory 1204 showing 
"hwg1/camera1" can be divided into a code "hwgl", 
which identifies HGW1 , or a specific unit among those 
HGW's provided within the house of "nakagawah" iden- 
tified by the owner ID number 203, and another code 
"cameral". which identifies one specific unit of monitor 
cameras connected to the HGW1 through a home net- 
work. They indicate that the data packet 1 201 is a packet 
intended to request the network server 1 03 to provide 
communication service of directing the monitor camera 
1 connected with the outside through Internet 101 via 
the HGW1 . so as to make the monitor camera 1 perfomn 
a prescribed procedure. 

[0110] Data 1205 of the data packet 1201 indicates 
procedural for which the monitor camera 1 designated 
by the device directory 1204 is directed to perform. In 
this exemplary embodiment, it represents the procedure 
of "transmitting an image data presently being taken to 
the user terminal". Although not explicitly shown in Fig. 
1 2, any procedure, such as this procedure 1 , Is encoded 
according to the certain predetermined coding scheme 
to compose the data packet 1 201 . 
[0111] Data 1 207 in the data packet 1 201 refers to a 
function provided of the usertemiinal from which the da- 
ta packet 1 201 Is transmitted, and it shows that the user 
terminal has such a basic function and capacity that it 
is capable of processing image data of the TIF format, 
and It has a display screen of 256 x 96 in number of 
pixels, with 8 bits per each pixel. 
[0112] The Image data being taken by the monitor 
camera 1 is not necessarily compatible with the function 
of the user tenninal requesting the image data, since it 
depends on the monitor camera 1 , or the general-pur- 



15 



20 



25 



30 



35 



40 



45 



50 



11 



21 EP 1 416 759 A1 22 



pose monitor camera, to which the data transmission is 
made for execution of the procedure 1 . 
[01 1 3] TTierefore, the image data taken by this gener- 
al-purpose monitor camera needs to be converted into 
a format compatible to the function of the user terminal 
in respect of the image processing function and image 
display function, in order to display the image data on 
the user terminal. The monitor camera is required to 
have the function of converting image data In many 
ways in preparation for every conceivable case, if it is 
to take this task of conversion, since it is unforeseeable 
as to what function the user temninal has and what for- 
mat of image data the user tenninal requests for trans- 
mission. This imposes an excessively heavy burden on 
the monitor camera, and causes undue increase in cost 
of the hardware, because this procedure necessitates 
the monitor camera having a CPU of larger processing 
capacity, an operational memory of larger capacity, and 
so on, in order to provide an extra allowance for the re- 
quired task. 

[0114] On the other hand, if the user terminal takes 
the task of converting the image data transmitted from 
the monitor camera into afonnat suitable for its own im- 
age processing function and Image display function, it 
is also required to have itself prepared for every con- 
ceivable case, since it is not foreseeable about what for- 
mat of image data is transmitted to it. This procedure 
again imposes an excessive burden on the usertemii- 
nal, and causes undue increase in cost of the hardware 
in the like manner as in the case of the monitor camera, 
if It ever adopts this task. 

[0115] If, as an example, the user terminal receives 
image data of which volume exceeds a specification lim- 
it anticipated by the user temiinal, it is likely that the data 
overflows a memory area in the user terminal, the user 
temninal hangs up in operation when the data exceeds 
a processing capacity of the CPU, or that the user ter- 
minal is not able to receive the image data due to a dif- 
ference in the read-In fonnat. 

[0116] In this exemplary embodiment, the data 1 207 
relating to the functions employed in the user terminal, 
such as image processing function and image display 
capability, in particular, is included in the data packet 
1201 transmitted from the user terminal to the network 
server 103 for making a request of communication serv- 
ice directing the network server 103 to transmit the im- 
age data presently being taken by the monitor camera 
via the HGW. The network server 103 is thus infonmed 
of these functions. As a result, the network server 103 
converts the Image data taken by the general-purpose 
monitor camera set up in the house into the format suit- 
able to the image processing function and the image dis- 
play capability of the user terminal that made the request 
of data transmission. 

[01 1 7] In this exemplary embodiment, the data 1 207 
relating to the functions of the user terminal included in 
the data packet 1201 includes infomiatlon that "a 
number of pixels of a display screen provided in the user 



temninal is 256 dots x 98 dots", "a number of bits com- 
posing each pixel Is 8", and "image data fonnat proc- 

essable by the device Is TIP. 

[0118] In general, the file fomnat and the number of 
5 pixels are described in a data header of the image data 
received from the monitor camera 1 . If the monitor cam- 
era 1 installed in the house has 1280 dots x 960 dots in 
number of pixels, with 16 bits per pixel, and uses file 
format of MPEG for the outgoing Image, the user temii- 
nal in this exemplary embodiment is unable to display 
the image because the image file format is different, 
when the image data taken by the monitor camera 1 Is 
transmitted as it is. In addition, it is likely that the user 
tenminal causes a delay In responding to the image dis- 
play due to deficiency in Its image processing capability 
and/or it gets stalled in the midst of processing due to a 
shortage in the memory area for internal processing, if 
the transmitted image data has an amount that is be- 
yond what is essentially needed for display in the user 
terminal. It is thus useless for a communication unit to 
transfer to the user tenminal such a large amount of data 
that is not even displayable. 

[0119] The network server 103 uses the data 1207 re- 
lating to the function and capability of the user terminal 
included in the data packet 1 201 to carry out the process 
of conversion of the image data from the monitor camera 
1 into the format suitable to the display function and dis- 
play capability of the user tenninal. 
[0120] Although not explicitly shown in Fig. 12, any 
such data as this data 1207 relating to the function of 
the user tenninal Is encoded according to the certain 
predetermined coding scheme in the same manner as 
the afore-said procedure 1 (1205) to compose the data 
packet 1201. 

[01 21 ] Alternatively, the user terminal may transmit a 
data packet shown In Fig. 24 to the network server 1 03, 
and that the network server 103 may be provided with 
user terminal function database 2501 shown in Fig. 25. 
[0122] Explanations for destination IP address 202, 
owner ID number 203, device directory 1204 and pro- 
cedure 1 (1205) of the data packet 2401 are skipped, 
since they are identical to the destination -IP address 
202, owner ID number 203, device directory 1204 and 
procedure 1 (1205) of the data packet 1201 . 
[01 23] Device model number 2407 of the data packet 
2401 represents an device model number (mode! type) 
of the user tenninal that transmits the data packet 2401 . 
[01 24] When the network server 1 03 receives the da- 
ta packet 2401 , It uses information of the device model 
number 2407 to search through the user tenninal func- 
tion database 2501 shown in Fig. 25. 
[01 25] The network server 1 03 refers to device func- 
tion/capability 1 (2505), device function/capability 2 
(2507) and device function/capability 3 (2509) da- 
scribed in a record of the user temninal function data- 
base 2501 having device model number 2503 corre- 
sponding to the device model number 2407 or in a 
record of other database that is relation ally readable as 
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a result of the search. A number of the device functions/ 
capabilities varies depending on a type of the device. 
The server 1 03 converts the image data of the monitor 
camera 1 1nto the format suitable for the image process- 
ing function and the image display capability of the user 5 
terminal. 

[0126] The user temiinal function database 2501 
stores device function/capability of the user temrtinal of 
which device model number 2503 Is shown as "CI 5". In 
this exemplary embodiment, the database 2501 stores io 
a number of pixels of the display screen provided in the 
user temiinal, i.e. "256 dots x 96 dots", a number of bits 
that composes each pixel, i.e. "8", and receivable/proc- 
essable Image file fomriat 'TIP', as the device function/ 
capability 1 (2505), device function/capability 2 (2507) is 
and device function/capability 3 (2509) respectively. 
[0127] The network server 1 03 uses data of the de- 
vice function/capability 1 (2505), device function/capa- 
bility 2 (2507) and device function/capability 3 (2509) 
relating to the function and capability of the user terminal 
included in the user temiinal function database 2501 , to 
carry out the process of conversion of the image data 
from the monitor camera 1 into Image data of the format 
suitable to the display function and display capability of 
the user terminal. 

[0128] Although not explicitly shown in Fig. 24. such 
data as the device model number 2407 of the user ter- 
minal is also encoded according to the certain predeter- 
mined coding scheme to compose the data pacl<et 
2401, 

[01 29] The household device connected to the HGW 
can be a gas meter installed in a house for measuring 
an amount of gas consumption by a family. A task of the 
communication service that the user temnlnal requests 
is for the network server 103 to demand the gas meter 
installed in the house to transmit a data representing the 
amount of gas consumption by the family that is being 
measured now, to the user terminal through the HGW. 
A party who operates the user terminal to make such a 
request to the network server 103 for obtaining commu- 
nication service of the data is a gas company that sup- 
plies gas to this house, or any other provider that is en- 
trusted by the gas company for taking a measurement 
of gas consumption of this family. The user terminal can 
be a computer, for Instance, belonging to the gas com- 
pany. 

[0130] The computer in the gas company or the like 
sends a request of communication service to the net- 
work server 103 for collection of measurement data 
showing amount of gas consumption in each house from 
the gas meter installed in the house. Accordingly, the 
computer can obtain at any time amount of gas con- 
sumption of any of the houses where gas is supplied, 
and this can substantially Improve efficiency of work for 
billing the gas-usage charges. 

[0131] Besides, it is also possible to find a sign of 
probable incident taking place in a house and report it 
to a security company for confimiation of safety, if there 



is completely no indication of gas consumption only in 
that day whereas the house nomnally consumes a cer- 
tain amount of gas everyday between 6:00 am and 8:00 
pm. 

[01 32] It is also possible to suspect an incident of gas 
leakage, or the like, and to conduct an emergency in- 
spection, if on the contrary, the gas is flowing continu- 
ously between 11 :00 pm and 3:00 am in which gas is 
not nomially used at all. 

[0133] In this exemplary embodiment, although the 
gas meter is taken as an example of the household de- 
vice, a simitar advantage is achievable with like device 
even if it is an electric meter, a water meter or any other 
meter that measures an amount of supply consumed in 
each house. 

[0134] Since essential structure and function of the in- 
vention remain unchanged in an embodiment with these 
meters, details of the structure and function described 
hereinafter will pertain only to the case In which a gas 
meter represents the household device. 
[0135] Fig. 13 shows data packet 1301 transmitted 
from a user terminal, i.e. a computer in a gas company, 
to the network server 103 when the gas company uses 
the user temnlnal to make a request of communication 
service to the network server 1 03 for directing a gas me- 
ter, i.e. a household device installed in a house and con- 
nected to a HGW, to transmit data showing the latest 
amount of gas consumption via the HGW to the user 
terminal. 

[0136] Explanation for destination IP address 202 and 
owner ID number 203 of the data packet 1301 is 
skipped, as they are identical to the destination IP ad- 
dress 202 and the owner ID number 203 of the data 

packet 201. 

[0137] Device directory 1304 showing 
"hwg1/camera1" can be divided Into a code "hwgl", 
which identifies HGW1, or a specific unit among a plu- 
rality of HGWs provided within the house of "nakaga- 
wah" identified by the owner ID number 203, and anoth- 
er code "gas-meter1", which Identifies one specific unit 
of gas meter connected to the HGW1 through a home 
network. They indicate that the data packet 1301 is a 
packet intended to request the network server 1 03 to 
provide communication sen/Ice by directing the gas me- 
ter 1 connected with the outside through Intemet 101 
via the HGW1 , so as to make the gas meter 1 perfomn 
a prescribed procedure. 

[0138] Contractor ID 1306, or "GSC001" of the data 
packet 1301 is a contractor identification numberforthe 
gas company, and it is assigned when the gas company 
made a servce contract with a provider who operates 
the data server 1 03 to provide communication services. 
[0139] Gas contract number 1307 or "12034" of the 
data packet 1301 is a contract number determined be- 
tween the gas company and a home owner when the 
gas company made a gas sales agreement with the 
home owner shown by the owner ID number 203. 
[0140] Data 1305 shows "command 1" intended for 
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directing the gas meter 1 specified by the device direc- 
tory 1304 to perform. In this exemplary embodiment, it 
is translated within the network server 1 03 into an actual 
procedure according to device command conversion 
storage table 2801 shown in Fig. 28. 5 
[0141] Although not explicitly shown in Fig. 13, such 
procedure 1 is encoded according to a certain predeter- 
mined coding scheme, to compose the data packet 
1301. 

[01 42] The data packet 1 30 1 is transmitted to the net- io 
work server 103, and it is translated into the actual pro- 
cedure according to the device command conversion 
storage table 2801 shown in Fig. 28, once it is delivered 
to the network server 1 03. 

[0143] Using the device command conversion stor- is 
age table 2801 shown in Fig. 28 and the household de- 
vice program/parameter database 2901 shown in Fig. 
29, a procedure will be described In which the data pack- 
et 1301 is translated and converted into data packet 
2601 or data packet 2701 to be then transferred to'the 20 
gas meter 1 . 

[0144] First, when the network server 1 03 translates 
the data packet 1 301 into data packet 2601 , it searches 
through the connection data storage table 901 of Fig. 9 
using as search keys the owner ID number 203 of "na- ^5 
kagawah" and the device directory 1304 of "hgwl/gas- 
meterl" Included in the data packet 1301. The server 
103 reads device type 907 of the gas meter 1 connected 
to the HGW1 through the home network. The device 
type 907 is an identification, which indicates a type 30 
uniquely designated to the device, and the server 1 03 
searches through the device command conversion stor- 
age table 2801 using this device type 907 as another 
search key. The device command conversion storage 
table 2801 has a record structure, which is registered In 35 
the device type 2807 as a main index keyword. Sub- 
index keywords are names of commands indicated as 
command 1 (2809), command A (2811), and the like. 
Each command stores control command data unique to 
the household device specified by device type 2807. 40 
and one command is translated into one or more com- 
mand data unique to that household device. 
[01 45] In the case of data packet 1 301 , the server 1 03 
retrieves "Gas-meter" corresponding to the device type 
907 by searching through the connection data storage ^5 
table 901 , and it refers to a record corresponding to 
"Gas-meter" under the device type 2807 In the search 
of the device command conversion storage table 2801 . 
[01 46] Next, the server 1 03 searches through record 
in the device command conversion storage table by us- so 
ing procedure 1 (1305), i.e. "command 1" of the data 
packet 1301, as a sub-index keyword, and retrieves 
"command data for directing read-out of a measurement 
data indicating the latest amount of gas consumption" 
under procedure 1 (2813) and "command data for di- ss 
recting transmission of the data to the user terminal" un- 
der procedure 2 (2815) recorded In the command 1 
(2809). 
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[0147] After detemriination of the actual command to 
be directed to the gas meter according to the above 
steps, the network server 103 generates data packet 
2601 for transmission to the gas meter 1 . 
[0148] Explanation for destination IP address 1 
(2103) and destination IP address 2 (2605) of the data 
packet 2601 is skipped, since they are identical to the 
already described destination IP address 1 (2103) and 
the destination IP address 2 (2105) In any of the data 
packet 2101 and the data packet 2201 shown respec- 
tively in Fig. 21 and Fig. 22. Destination IP address 2 
(2605) is essentially same as the destination IP address 
2: 2105, with only a difference of whether it Is a house- 
hold device of air conditioner, video player 1 , or gas me- 
ter 1. 

[0149] Contents of the two procedures, procedure 1 
(2813) and procedure 2 (2815), retrieved from the de- 
vice command conversion memory table 2801 are set 
in the procedure 1 (2607) and procedure 2 (2609) of the 
data packet 2601 . Although two procedures are set in 
this exemplary embodiment, there can be just one, 
three, or more procedures to be set depending upon a 
result of translation of other procedure using device 
command conversion storage table 2801 . ' 
[0150] The procedure 1 (2607) and procedure 1 
(2609) are encoded according to a certain predeter- 
mined coding scheme to compose the data packet 
2601 , although not explicitly shown in Fig. 26. 
[0151] The data packet 2601 composed In this man- 
ner is transmitted from the network server 1 03 to the gas 
meter 1 . 

[0152] Described next is a procedure of translating 
the data packet 2601 into data packet 2701 . 
[0153] It is assumed in this exemplary embodiment 
that a task of the procedure 1 (1305) contained In the 
data packet 1301 is "command A". A procedure of 
searching through the device command conversion 
storage table 2801 using the main index key of device 
type 2807 is same as what has been described in the 
foregoing procedure of producing the data packet 2601 , 
and detail of it is therefore skipped. 
[01 54] Assuming that the task of procedure 1 (1 305) 
contained in the data packet 1301 is "command A", and 
when the server 103 searches from command 1 (2809) 
to command A (2811) con-esponding to the sub-Index 
key, it hits command A (2811). Specific tasks of these 
procedures are "transmission of a procedure (A) pro- 
gram" and "transmission of parameter data necessary 
forcanrying out the procedure (A) program" as described, 
in the procedure 1 (2817) and the procedure 2 (2819) 
respectively. 

[01 55] These procedure (A) program data and param- 
eter data for the procedure (A) program are then re- 
trieved from household devtee program/parameter da- 
tabase 2901 shown in Fig. 29. 
[0156] A number of programs to control a variety of 
household device and parameter data used exclusively 
for these programs are stored in advance in the house- 
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hold device program/parameter database 2901 . 
[0157] Fig. 29 shows procedure (A) program data 
2903, procedure (B) program data 2905, procedure (C) 
program data 2907, parameter data 29 1 0 tor the proce- 
dure (A) program, parameter data 2912 for the proce- 
dure (B) program, and parameter data 2914 for the pro- 
cedure (C) program, to be used exclusively for control 
of the gas meter. 

[0158] Using the procedure 1 (2817) and procedure 
2 (2819) as a search key read from the record of "com- 
mand A: 281 1 which are the sub-index key hit during 
the search of devtee command conversion storage table 
2801 , the server 103 searches through the household 
device progrann/parameter database 2901, and reads 
actual procedure (A) program data 2903 and parameter 
data 291 Oforthe procedure (A) program. The procedure 
(A) program data 2903 read from the household device 
program/parameter database 2901 is set In program da- 
ta 2707 of the data packet 2701 , and the parameter data 
2910 for the procedure (A) program is set in parameter 
data 2709 of the data packet 2701 . 
[0159] Explanation for destination IP address 1 
(2103) and destination IP address 2 (2605) of the data 
packet 2701 Is skipped, as they are Identical to the des- 
tination IP address 1 (2103) and the destination IP ad- 
dress 2 (2605) of the data packet 2601 . 
[0160] In this exemplary embodiment, only one each 
of program data 2707 and parameter data 2709 are 
used. However, either one of the program data or the 
parameter data may be used depending upon a result 
of translation using the device command conversion 
storage table 2801 . Alternatively, two or more of these 
data can also be used respectively. 
[0161] Although not explicitly shown in Fig. 27, such 
program data 2707 and parameter data 2709 are en- 
coded according to a certain predetemnined coding 
scheme to compose the data packet 2701 . 
[01 62] The data packet 2701 produced in this manner 
is transmitted from the network server 103 to the gas 
meter 1 . 

[0163] The data packet 2601 transmitted from the net- 
work server 103 to the gas meter 1 is received once in 
the fHGWfor relay transmission, and its destination ad- 
dress 1 (2103) Is removed. A predesignated household 
device, such as the gas meter, stores in advance pre- 
detemnined procedures to be executed as indicated by 
the contents of "command data for directing read-out of 
a measurement data indicating the latest amount of gas 
consumption" shown in the procedure 1 (2607) and 
"command data for directing transmission of the data to 
the user terminal" shown in the procedure 2 (2609) in- 
cluded in the data packet 2601 , which is relayed to the 
gas meter after being reformatted by replacing the des- 
tination address 703 of the data packet 701 with desti- 
nation address 2 (2605). Each of the household device 
thus executes the predetemiined procedures according 
to the contents as directed by the above procedures. 
[0164] The data packet 2701 transmitted from the net- 



work server 103 to the gas meter 1 is received once in 
the HGW for relay transmission, and its destination ad- 
dress 1 (2103) is removed. After the packet 2701 is 
reformatted by replacing the destination address 703 of 

5 the data packet 801 with destination address 2 (2605) 
of the data packet 2601 , and relayed to the gas meter, 
the procedure (A) program data included in the program 
data 2707 of this data packet is loaded in a predeter- 
mined area of a predetemnined memory by microcom- 

10 puter 1 built into the predesignated household device, 
such as the gas meter. The program is then executed 
by microcomputer 2, also built into the household de- 
vice, such as the gas meter. 

[01 65] The parameter data for the procedure (A) pro- 
fs gram included in the parameter data 2709 of the relayed 
data packet is also loaded in a predetermined area of a 
predetermined memory by the microcomputer 1 built in- 
to the predesignated household device, such as the gas 
meter, and It is used when the microcomputer 2, also 
20 built into the household device, executes the program. 
[01 66] The microcomputer 1 and the microcomputer 
2 built into the above household device, such as the gas 
meter, can be in a common microcomputer, or separate 
microcomputers. 
25 [0167] Fig 30 shows a block diagram of the gas meter, 
which has separate built-in microcomputer 1 and micro- 
computer 2. 

[0168] As shown in Fig. 30, communication control 
microcomputer 3009 receives either data packet 801 di- 

30 rectly from the network server 1 03 via the Internet 1 01 , 
or data packet 2701 from the HGW in which the packet 
2701 is converted into the format of data packet 801 and 
relayed through the home network, 
[0169] The communication control microcomputer 

35 3009 loads into a predetenmined area within program- 
area memory 301 3, program data 2707 contained in the 
data packet 2701 , which is converted into the format of 
data packet 801 by the HGW, for making the gas meter 
defining the household device execute a predetemnined 

40 procedure. In addition, the communication control mi- 
crocomputer 3009 stores in a predetermined area within 
data-area memory 301 5, parameter data 2709 also con- 
tained in the data packet 2701 and used with the pro- 
gram data 2707 for making the gas meter execute the 

45 predetermined procedure. 

[01 70] Gas meter control microcomputer 3007 carries 
out the program loaded into the program-area memory 
3013 by using the data stored in the data-area memory 
3015, to read a gauge data from gas meter unit 3003. 

50 The gas meter control microcomputer 3007 also carries 
out the program loaded into the program-area memory 
3013 by using the data stored in the data-area memory 
3015, to control the gas meter unit 3003 in a manner 
that it perfonns a self-diagnosis function, calibration of 

55 a detector element contained therein, and the like. 
[01 71 ] In this exemplary embodiment, the data stored 
in the data-area memory 3015 include, for examples, 
data used for making correction of a certain value to the 
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reading obtained from the detector element of the gas 
meter (I.e. data of correction factor for ambient temper- 
ature), a threshold used to make determination in the 
self-diagnosis, and values of calibration and correction 
table for use in calibration of the detector element. 
[0172] At the same time, a count of one is added si- 
multaneously to each of transmitted packet traffic coun- 
ter 91 7 in the record of connection data storage table 
901 , of which device directory 91 1 1s "hgw1", and anoth- 
er transmitted packet traffic counter 91 7 in the record of 
connection data storage table 901 . of which device di- 
rectory 911 is "hgw1/gas-meter1". 
[0173] Accordingly, this enables the network server 
103 to count a number of data packets transmitted to 
the individual device of HGW1 and the gas meter 1 with- 
in a certain period of time, such as one hour, a day or 
one month, thereby making it possible to calculate an 
amount of traffic of the transmitted data packets from 
the network server 1 03 to each of the specified house- 
hold devbe. 

[0174] Even when the network server 103 transmits 
a data packet to the gas meter 1 connected with the 
HGW1 via the home network, it adds a count of one to 
the transmitted packet traffic counter 917 In the record 
of connection data storage table 901 , of which device 
directory 91 1 is "hgwl that is, the count of traffic of the 
data packets for I-IGW1 . This count of traffic comes to a 
total number of data packets including those data pack- 
ets that are relayed through the connections. 
[01 75] In this exemplary embodiment, the transmitted 
packet traffic counter 91 7 is used for usage-based billing 
of the communication services rendered to each unit of 
the household device. The access fees arising from the 
gas meter 1 are not charged to the family shown in gas 
usage database 1501 by family designation 1 504 of "na- 
kagawah" where the HGW1 is installed, but it is charged 
to "gas company A*' listed under the contractor's com- 
pany name 1502 identified by the contractor ID 1510 in 
the gas usage database 1501. Alternatively, in this ex- 
emplary embodiment, the service fees may be charged 
by the gross according to the count of traffic of the 
HGW1 . If this Is the case, the communication service 
charge needs to be calculated by subtracting counts of 
the transmitted packet traffic counter 917 in the record 
of the connection data storage table 901, of which de- 
vice directory 911 is "hgw1/gas-meter1", from counts of 
the transmitted packet traffic counter 917 in the record 
of the connection data storage table 901, of which de- 
vice directory 911 is "hgwl", when making adjustment 
of the service charge. ^ 

[01 76] This calculation can be made at the time of ad- 
justment, by referring to the owner ID number 913 and 
the device directory 911 in the connection data storage 
table 901 , using, as search keys, the family designation 
1504 of "nakagawah", the HGW designation 1509 of 
"hgwr, and the gas meter designation 1513 of "gas- 
meterl" of the gas usage database 1501. 
[01 77] When the gas meter 1 is ref en'ed to in the con- 



nection data storage table 901 , an device directory of 
"hgwl/gas-meterl' composed of the HGW designation 
1509 of "hgwl " and the gas meter designation 1513 of 
"gas-meterl " is used as a search key. 
5 [0178] Generally, a billing period for the communica- 
tion service charge to "gas company A" listed under the 
contractor's company name 1502 identified by the con- 
tractor ID 1510 of the gas usage database 1501 differs 
from a billing period for the communication service 
charge to the customer, "nakagawah" identified by the 
owner ID 91 3 of the connection data storage table 901 . 
it is therefore necessary to clear the counts of transmit- 
ted packet traffic counter 91 7 back to zero in time with 
the individual billing periods. In the case the transmitted 
packet traffic counter 917 is not used for the usage- 
based billing of the communication services, its count is 
cleared In a such timing that is determined depending 
on a counting period as to when the traffic count and the 
iil<e end. 

[01 79] In this embodiment, the received packet traffic 
counter 915 in the connection data storage table 901 is 
not counted since the gas meter 1 transmits the data 
packet 1401 directly to the usertemninal of the gas corh- 
pany. 

[01 80] W hen the gas meter 1 receives a data paclcet, 
it decodes the contents, proceeds with directed proce- 
dures, and transmits the requested data to the desig- 
nated usertemiinal. Data packet 1401 sent in the above 
procedures is shown In Fig. 14. 
[01 81 ] Destination IP address 1 403 of the data packet 
1401 indicates an IP address of the usertemriinal, which 
is a computer of the gas company that receives this data 
packet 1401. 

[01 82] In this data packet 1 401 , access service com- 
pany name 1 405 represents name of the company who 

provides these communication services, and owner ID 
number 1407 indicates an identification of a house 
where the gas meter for measuring gas consumption is 
installed. Device ID number 1409 is an identification that 
designates the gas meter for measuring gas consump- 
tion. Device type 1413 of the data packet 1401 repre- 
sents a data, which shows an device type of the gas 
meter Involved in the measurement of gas consumption. 
Measurement data 141 5 of the latest amount of gas con- 
sumption means an amount of gas consumption pres- 
ently being measured by the gas meter 1 , to which trans- 
mission of the data is requested. The gas meter 1 thus 
sends back data 1415 to the usertemiinal in response 
to the request. 

[0183] While the data packet 1401 is transmitted di- 
rectly from the gas meter, or the household device, to 
the user temninai, i.e. a computer of the gas company, 
data packet 2301 may be , transmitted to the user ter- 
minal, i.e. the computer of the gas company via to the 
network server 1 03. 

[0184] As has been described, when the network 
server 103 transmits data packet 1301 to the gas meter 
1, it adds a count of one simultaneously to each of the 
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transmitted packet traffic counter 917 in the record of 
connection data storage table 901, of which device di- 
rectory 911 is "hgwr, and another transmitted packet 
traffic counter 91 7 In the record of connection data stor- 
age table 901. of which device directory 911 is s 
"hgwi/gas-meterl". 

[0185] As a result, it makes the network server 103 
capable of counting a number of data packets transmit- 
ted to the Individual device of HGW1 and the gas meter 
1 within a certain period of time, such as one hour, a day 
or one month, thereby making it possible to calculate an 
amount of traffic of the transmitted data packets from 
the network server 1 03 to each of the specified house- 
hold devtee. 

[0186] Even when the network server 103 transmits 
a data packet to the gas meter 1 connected with the 
IHGW1 vlathe home network, it also adds a count of one 
to the transmitted packet traffic counter 91 7 in the record 
of connection data storage table 901 , of which device 
directory 91 1 is "hgwl that is, the count of traffic of the 
data packets for HGW1 , and this count of traffic comes 
to a total number of data packets including those data 
packets relayed through the connections. 
[01 87] I n this exemplary embodiment, the transmitted 
packet traffic counter 91 7 is used for usage-based billing 
of the communication services on each unit of the 
household device. Furthermore, the access fees arising 
from the gas meter 1 are not charged to the family shown 
In gas usage database 1 501 by family designation 1 504 
of "nakagawah" where the HGW1 is installed, but it is 
charged to "gas company A" listed under the contrac- 
tor's company name 1 502 identified by the contractor ID 
1510 of the gas usage database 1501 . In addition, the 
service fees are charged by the gross according to the 
count of traffic of the HGW1 in this exemplary embodi- 
ment. It is therefore necessary to subtract counts of the 
transmitted packet traffic counter 917 in the record of 
the connection data storage table 901 , of which device 
directory 911 Is "hgw1/gas-meter1", from counts of the 
transmitted packet traffic counter 917 in the record of 
the connection data storage table 901 , of which device 
directory 91 1 is "hgw1", when making adjustment of the 
communication service charge. 
[01 88] This calculation can be made at the time of ad- 
justment, by referring to the owner ID number 913 and 
the device directory 911 in the connection data storage 
table 901, using the family designation 1504 of "naka- 
gawah", the HGW designation 1509 of "hgwl", and the 
gas meter designation 151 3 of "gas-meterr of the gas 
usage database 1501 as. search keys. 
[01 89] When the gas meter 1 Is refen-ed to in the con- 
nection data storage table 901 , an device directory of 
"hgwl/gas-meterl" composed of the HGW designation 
1509 of "hgwl" and the gas meter designation 1513 of 
"gas-meter1 " is used as a search key. 
[0190] Generally, a billing period for the communca- 
tion sen^lce charge to "gas company A" listed under the 
contractor's company name 1502 identified by the con- 



tractor ID 1510 of the gas usage database 1501 differs 
from a billing period for the communication service 
charge to the customer, "nakagawah" identified by the 
owner ID 913 of the connection data storage table 901 . 
it is therefore necessary to dear the counts of transmit- 
ted packet traffic counter 91 7 back to zero in time with 
the individual billing periods. 

[0191] In the case the transmitted packet traffic coun- 
ter 917 Is not used for the usage-based billing of the 
communication services, its count is cleared in a such 
timing that is determined depending on a counting peri- 
od as to when the traffic count ends, and the like. 
[01 92] When the network server 1 03 receives a data 
packet from each of the household device, It adds a 
count of one to each of the received packet traffic coun- 
ter 915 in the record of connection data storage table 
901, of which device directory 911 is "hgwl" , and an- 
other transmitted packettrafriccounter917 in the record 
of connection data storage table 901 , of which device 
directory 911 is "hgwi/gas-meterl". 
[0193] The received packet-traffic counter 915 can be 
used for calculation of an amount of traffic of the re- 
ceived data packets from each of the household device, 
and also for the usage-based billing of the communica- 
tion services, in the like manner as the transmitted pack- 
et traffic counter 917. 

[0194] Also, the received packet traffic counter 91 5 is 
cleared to zero at the same timing as that of the trans- 
mitted packet traffic counter 917. 
[0195] Fig. 23 shows data packet 2301. Destination 
IP address 2303 of the data packet is an IP address of 
the network server 103, which is a destination of this 
data packet. 

[0196] Detailed descriptions of owner ID number 
1407, device ID number 1409, device type 1413, and 
measurement data 1415 showing the latest amount of 
gas consumption that compose the data packet 2301 
are skipped, since they are analogous to those of the 
data packet 1401. 

[01 97] The network server 1 03 does not simply trans- 
mit the data packet 2301 as it is received, to the com- 
puter, or the usertenninal of the gas company, but upon 
receipt of the data packet 2301 it decodes the measure- 
ment data 1405 representing the latest amount of gas 
consumption included in the data packet 2301. The 
server 103 records data relating to the past measure- 
ments of gas consumption (i.e. date in year, month, day 
1515 of the before-last measurement, time 1517 of the 
before-last measurement, value 1 51 9 of the before-last 
measurement, date 1523 of the last measurement, time 
1 525 of the last measurement, and value 1 527 of the 
last measurement) into data record corresponding to in- 
dividual covenanter 1505, address 1507, and the like of 
the family who uses the gas, within the gas usage da- 
tabase 1501 show in Fig. 15, which Is prepared when 
the contract is concluded for providing the communica- 
tion services between the gas company and the provider 
who provides these communication services. 
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[01 98] The server 1 03 calculates amount of gas con- 
sumption 1537 of this month for the family based on the 
recorded data and contents of the data packet 2301 , up- 
dates each item of the data in the gas usage database 
1501 according to results of the calculation, and trans- 
mits the amount of gas consumption 1537 of this month 
forthe family along with the basic infonmation (covenant- 
er name 1505 and address 1507) relating to this gas- 
user family to the user terminal, i.e. the computer of the 
gas company. 

[0199] Contractor's company name 1502 of the gas 
usage database 1501 shown in Fig. 15 represents a 
company who installed the gas meter designated as nu- 
meral 1513 In the house of covenanter 1505 and con- 
trols it with meter control number 1514, and made an 
agreement of gas supply contract listed as gas contract 
number 1511 with the covenanter 1505. 
[0200] The contractor's company name 1602 shown 
In Fig. 15 is dealt with by an Identifier in the contractor 
ID 1510 for convenience of the computer processing in 
the company who operates the data server 103 to pro- 
vide the communication services. 
[0201] Fig. 16 shows data packet 1601 that the net- 
work server 103 transmits to the user terminal, or a com- 
puter of the gas company, in this exemplary embodi- 
ment. 

[0202] Destination IP address 1 403 of the data packet 
1601 is same as the destination IP address 1403 of the 
data packet 1 401 , and it Is an IP address of the computer 

of the gas company. 

[0203] Access service company name 1 405 of the da- 
ta packet 1601 represents name of the company who 
provides communication services through the network 
server 103. 

[0204] Owner ID number 1407 of the data packet 
1601 is the one read from a item named family desig- 
nation 1504 in the gas usage database 1501, and it in- 
dicates the house where the gas meter Involved in the 
measurement of gas is Installed. 
[0205] Client name 1609 of the data packet 1601 Is 
read from a item named individual covenanter 1505 In 
the gas usage database 1501 , and he/she is a resident 
of the house where the gas meter involved forthe meas- 
urement of gas consumption is installed, and uses the 
gas under the contract made with the gas company. 
[0206] Meter number 1 613 of the data packet 1 601 is 
read from a item named meter control number 1514 in 
the gas usage database 1501, and it shows a control 
number assigned to the gas meter by the gas company 
involved in the measurement of gas, for the purpose of 
control by the company. 

[0207] Amountof gas consumption 161 5 of this month 
in the data packet 1 601 is obtained from computation of 
a difference between the last measurement value 1 527 
and the latest measurement value 1 535 found In the gas 
usage database 1501 , and it is stored in the gas usage 
database 1501. 

[0208] The user terminal, I.e. the computer of the gas 
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company, takes an amount of gas consumption for each 
family by receiving the data packet 1 601 , and uses it for 
billing of the gas-usage charge to each family, and for 
other management statistical data. 

5 [0209] In this exemplary embodiment, the network 
server 1 03 processes the data packet 2301 by using the 
gas usage database 1501, converts it into data packet 
1 601 , and transmits to the user terminal. 
[021 0] Alternatively, the network server 1 03 may sim- 

10 ply replace the destination IP address 2303 of the data 
packet 2301 with IP address 1403 of the data packet 
1601, and transmits it as the packet 1601 to the busi- 
ness computer, or the user temiinal, of the gas compa- 
ny. 

15 [0211] Or, the network server 103 may add access 
service company name 1405 to the data packet 1601 
and convert this packet into packet data similar to that 
of the data packet 1401 , which is transmitted directly to 
the business computer, or the user tennlnal of the gas 

20 company, by gas meter 1 designated with the gas meter 
designation of "gas-meterl" when transmitting it. 
[0212] The network server 103 computes a gas-us- 
age charge from the amount of gas consumption 1537 
of this month given In the gas usage database 1501, 

25 and makes a procedure of sending a billing invoice for 
the gas-usage charge and collecting payment of the 
gas-usage charge by using data, such as the individual 
covenanter 1 505 and address 1 507, stored In the same 
gas usage database 1501 . 

30 [0213] The gas company can respond promptly, ade- 
quately and accurately to inquiries from its clients con- 
cemlng amount of gas usage, since it has the gas usage 
database 1 501 , which stores past records relating to the 
measurements of gas consumption by their families, in- 

35 eluding HGW designation 1 509. gas meter designation 
1513, date in year, month, day 1515 of the before-last 
measurement, time 1517 of the before-last measure- 
ment, value 1519 of the before-last measurement, date 
1523 of the last measurement, time 1525 of the last 

40 measurement, value 1527 of the last measurement, 
date 1529 of the latest measurement, time 1533 of the 
latest measurement, and value 1 535 of the latest meas- 
urement. 

[0214] The data packet 201, data packet 301. data 
45 packet 501, data packet 601, data packet 1201, data 
packet 2401 and data packet 1 301 , which are sent from 
the user terminal for requesting the network server 1 03 
to provide communication servbes, directing a HGW or 
household device to carry out a certain procedure, may 
50 be authenticated by the HGW or the household device. 
Thus, the covenanter can send from his/her user termi- 
nal to the network server 1 03 a request for communica- 
tion services to turn on and off power supply to an air 
conditioner, or the household device, to set and maintain 
55 room temperature at a desired temperature, to record a 
television broadcasting program with a video player, to 
check an image taken by a monitor camera installed in 
his/her house, and/or to check a reading of a gas meter. 
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[0215] This exemplary embodiment enables the net- 
work server 103 to intermediately control data packet 
communication made by the individual household de- 
vice, and to control precisely an amount of the data com- 
munication of the individual household device. 
[021 6] It not only provides the communication servic- 
es in which the homeowner covenanter (client) can use 
his/her user temninal to control the household device 
from both inside and outside of his/her house, but also 
gives a so-called "synergistic" service in relation with 
gas company and gas meter, wherein the gas company 
as a third party service provider Installs the gas meter 
of its own into a home network already existing in the 
house of the covenanter (client). 
[0217] This means that, by using the home network 
of the covenanter (client) and services of this communi- 
cation service provider, i.e. an operator of the network 
server 103, the gas company as the third party Is not 
required to make a large scale Investment on device be- 
tween the gas company and the gas meter, thereby en- 
abling the gas company to provide the homeowner cov- 
enanter (client) with gas supply at relatively low price. 
[0218] This Is profitable for both the third party ..gas 
company and the covenanter (client). 
[021 9] On the other hand, there is a risk of unexpected 
damages such as the air conditioner operated mischie- 
vously, the video player abused, an inside of room illicitly 
peeped at with the monitor camera, and an amount of 
gas consumption wrongfully checked by any unauthor- 
ized person, if access to communication sen/ices, such 
as the above, are pemiitted iimittessly to anyone, or if 
everyone can make a request of the services freely. Es- 
pecially, every person's privacy is not at all guaranteed. 
[0220] Thus, authentication is made on the data pack- 
et 201, data packet 301 , data packet 501 , data packet 
601 , data packet 1 20 1 , data packet 2401 and data pack- 
et 1301 , which are sentfrom the user terminal to request 
the networi< server 1 03 provide communication servic- 
es, to check whether they are legitimate or not. As a re- 
sult, only legitimate requests are accepted, and only the 
data packet 701 , data packet 21 01 , data packet 801 and 
data packet 2201 corresponding to the legitimate re- 
quests are transmitted to the HGW and the household 
device, while Intercepting any other requests of unde- 
slred access to the-household device and dennand for 
carrying out mischievous operation are successfully in- 
tercepted. The above embodiment can thus protect the 
privacy and ensure security of the client. 
[0221 ] I n this exemplary embodiment, th&HGW or the 
household device perfonmsthe authentication of the da- 
ta packets sent from the user terminal for requesting the 
network server 1 03 to provide the communication serv- 
ices of directing the HGW or the household device to 
carry out certain procedure of operation. For this pur- 
pose, the HGW and/or the household device transmits 
data 1737 to the network server 103 in order to ensure 
their security, during an initial sequence in which the 
HGW and/or the household device requests the network 



sen/er 1 03 to establish a connection. Fig. 1 7 shows the 
sequence for establishing the connection. 
[0222] Packet 1 71 0 for requesting establishment of a 
connection with the network server 103 contains IP ad- 

5 dress 1 71 3 of the network server 1 03. This packet 1 71 0 
directs the data packet 1 71 0 itself to be transmitted to 
the network sen/er 1 03 via the Internet. 
[0223] Connection establishment command 1715 of 
the packet 1 71 0 for requesting establishment of a con- 

10 nection with the network server denotes that this data 
packet demands the network server 103 to establish a 
connection for communk:ation. 
[0224] User ID1717 of the data packet 1710 for re- 
questing establishment of a connection with the networi< 

15 server denotes a resident or owner of a house where 
the household device or the HGW transmitting this data 
packet is installed. 

[0225] Upon receipt of the packet 1 71 0 for requesting 
establishment of a connection, the network server 103 
20 transmits packet 1 720 to request a security check pass- 
word to the household device or the HGW that transmit- 
ted this packet 1710. 

[0226] The packet 1 720 for requesting security check 
password contains IP address 1 723 that designates th.e 
25 HGW or the household device, as a destination of the 
packet 1720. 

[0227] Password request 1 725 of the packet 1 720 for 
requesting the security check password Indicates that 
this data packet requests the HGW or the household de- 
30 vice to transmits a password for use in authentication of 
the request for communication services made from the 
user temninal. 

[0228] When the HGW or the household device re- 
ceives the packet 1720 for requesting security check 

35 password, it transmits back to the network server 1 03 
password confimiation packet 1 730 which contains the 
password for use in the authentication of the request for 
communication services from the user temninal. 
[0229] Password confimiation 1 735 of the password 

40 confirmation packet 1 730 Indicates that this data packet 
is to request the password for conf innation of the pass- 
word. 

[0230] Data 1 737 in the password confimiatipn pack- 
et 1730 for ensuring security of the HGW and/or the 
45 household device is the password for use In the authen- 
tication of the request for communication services from 

the user temninal. 

[0231] When the network server 103 receives the 
password confimiation packet 1 730, it transmits packet 

50 1 740 for permission of establishing a connection to the 
household device or the HGW that transmitted the pack- 
et 1730. This establishes and allows data communica- 
tion thereafter between the network server and the 
HGW or the household device, and the server 103 no- 

55 titles that the authentication is made by the password 
on the request for communication services from the user 
temninal. 

P232] In this exemplary embodiment, the data 1 737 
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in the password confirmation packet 1730 for ensuring 
security of the HGW and/or the household device is a 

password. This password defines an authentication da- 
ta that Is Identical to or has a certain predetenmlned re- 
lation to the password, which must be contained in any 
of data packets that requests the network server 1 03 to 
provide communication services for directing the HGW 
or the household device to carry out certain procedure. 
[0233] Once this password is sent to the network serv- 
er 103 with the data packet 1 730 from the HGW or the 
household device, every one of data packets, which are 
transmitted thereafter from the user temiinal for request- 
ing the network server 1 03 to provide communication 
services of directing the HGW or the household device 
to carry out certain procedure, is not accepted unless it 
carries the authentication data that is identical to or has 
the certain predetermined relation to the password. 
[0234] When network server 103 receives the data 
1737 for ensuring the security of the HGW and/or the 
household device along with the data packet 1 730 trans- 
mitted from the HGW or the household device to net- 
work server 1 03, it stores the password 1 737 in the con- 
nection data storage table 1801. This connection data 
storage table 1801 Is shown In Fig. 18. 
[0235] Since the connection data storage table 1 801 
differs from the previously described connection data 
storage table 901 only in an aspect in that the former 
contains the data (password) 1 81 7 for ensuring security 
of the HGW and/or the household device, description Is 
given hereinafter for only the data (password) 1817 
usedforensuringsecurityoftheHGWand/orthe house- 
hold device. 

[0236] The data 1 737 involved in the security protec- 
tion of the HGW and/or the household device is deliv- 
ered to the network server.1 03 by the data packet 1 730 
transmitted from the HGW or the household device to 
network server 103. The data 1 737 is read by the net- 
work server 103, and stored as data (password) 1817 
for ensuring security of the HGW and/or the household 
device Into the record for storing the data relating to the 
HGW and the household device. 
[0237] After the data (password) 1817 for ensuring 
security of the HGW and/or the household device is 
stored, the user terminal subsequently transmits data 
packet 1901 for the purpose of requesting the network 
server 103 to provide communication service of direct- 
ing the HGW or the household device to carry out a cer- 
tain procedure by using this password for the authenti- 
cation. The data packet 1901 is shown in Fig. 19. 
[0238] This data packet 1 901 transmitted from the us- 
er terminal to the network server 103 Is for requesting 
the network server 103 to provide a communication 
service of directing air conditioner 1 installed in the 
house to perform two procedures, i.e. procedure 1 for 
"tuming Its power on at 7:00 pm today" and procedure 
2 for "maintaining room temperature to 22*C after 7:00 
pm today". Only a difference of this packet 1901 from 
the previously described data packet 201 of the same 
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purpose is that it contains password 1 909 for receiving 
authentication, and explanation will therefore be made 
only for the password 1909. 

[0239] The user tenmlnal stores the password 1 909 

5 for authentication in advance, as a password needed for 
making the selected HGW or the household device per- 
fomi the selected procedures. The password 1 909 de- 
fines an authentication data that is identical to or has a 
certain predetermined relation to the password itself, 

10 which must be contained in any of data packets that re- 
quests the network server 103 to provide communica- 
tion services for directing the HGW or the household de- 
vice to carry out certain procedure. The password 1 909 
matches with the data 1 737 for ensuring the security of 

15 the HGW and the household device transmitted with the 
data packet 1730 from the HGW or the household de- 
vice to the network server 1 03 as well as the same data 
1817 stored In the connection datastorage table 1801. 
[0240] When the network server 1 03 receives the da- 

20 ta packet 1901 containing the password 1909, it first 
searches through the connection data storage table 
1801 by using device directory 204 Included in the data 
packet 1901 as a search key, and determines a HGW 
or household device that corresponds to the device di- 

25 rectory 204. The server 103 then checks to see if data 
(password) 1817 for ensuring the security of the HGW 
and the household device is stored in the record of the 
connection data storage table 1 801 con'esponding to 
the HGW and the household device. 

30 [0241] If the data (password) 1817 for ensuring the 
security of the HGW and the household device is not 
stored in the record of the connection data storage table 
1801 corresponding to destination URL 203, it means 
that a password and the like has not as yet been estab- 

35 lished for the security of the HGW and the household 
device. The data packet 1 901 is therefore converted into 
data packet 701 unconditionally, and transmitted back 
to the HGW or the household device designated by the 
device directory 204. 

40 [0242] If, , the data (password) 1 81 7 for ensuring the 
security of the HGW and the household device is stored 
in the record of the connection data storage table 1801 
corresponding to the device directory 204, the password 
and the like has already been established for the secu- 

45 lity of the HGW and the household device. 

[0243] The network server 1 03 then reads the pass- 
word 1 909 contained in the data packet 1 901 for authen- 
tication, and verifies it for matching with the data (pass- 
word) 1817 to ensure security of the HGW and the 

50 household device stored in the connection data storage 
table 1801. 

[0244] This verification of matching is to determine 
whether these data are identical, or have a certain pre- 
determined relation with respect to each other. 
55 [0245] Only data packet 1 90 1 Judged to be acceptable 
in this matching verification is converted into data packet 
701 or data packet 21 01 , and transmitted to the HGW 
or the household device designated by the destination 
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URL 

[0246] In this exemplary embodiment, device directo- 
ry 204 is "hgwl/airconl When the data packet is trans- 
mitted to air conditioner 1 designated by "airconl" via 
the home network, with the HGW1 designated by 
"hgwr acting as a relaying device, security ID 1817 is 
applied only to a communcation connection identified 
by connection ID number 903 in the connection storage 
table 1801. 

[0247] However, when the device directory 204 is 
"hgwl/airconl", and if security ID 1817 is In the record 
for the "hgwl", this security ID 181 7 may be applied to 
transmission of any data packet directed to every one 
of the device connected with the HGW1 defined by the 
"hgwl " through the home network. 
[0248] By defining the data (password) 1817 for en- 
suring security of the HGW and the household device, 
as described above, this embodiment can prevent the 
air conditioner in the house from being controlled need- 
lessly, mischievously and/or wrongfully. 
[0249] Fig. 20 shows another data packet2001 trans- 
mitted from the user terminal to the network server 1 03 
for the purpose of requesting the network server 1 03 to 
provide communication service of directing the I-IGW or 
the household device to carry out a certain procedure 
by using a password for the authentication, after this 
password is established in the data (password) 1817 of 
the connection data storage table 1 801 for ensuring se- 
curity of the HGW and/or the household device. 
[0250] The data packet 2001 transmitted from the us- 
er tennlna! toward the network sen/er 103 requests the 
network server 103 to provide communication sen/ice 
of directing monitor camera 1 set up in the house to cany 
out a procedure of "requesting transmission of an image 
data presently being taken to the user terminal via the 
HGW". 

[0251] This packet 2001 differs from the previously 
described data packet 1201 of the same purpose only 
in an aspect in that it contains password 2009 for receiv- 
ing authentication. Since this password 2009 for receiv- 
ing authentication is analogous to the password 1 909 
also for authentication, detail of it will be skipped. 
[0252] A difference here from the already described 
previous exemplary embodiment is that the monitor 
camera 1, which Is one of the household device, for- 
wards to the network server 103 data (password) 1 737 
for ensuring security of the HGW and the monitor cam- 
era, i.e. the household device, by transmitting data 
packet 1 730 to network server 1 03 in advance. The net- 
work server 1 03 stores tlie password 1 737 into the con- 
nection data storage table 1801 . Accordingly, the user 
terminal is required to transmit to the network server 1 03 
data packet 2001 containing password 2009, which 
matches with the password 1737 for receiving the au- 
thentication to ensure the security, when It makes a re- 
quest of communication service for directing the monitor 
camera 1 , orthe household device, to transmit an image 
data being taken now. 



[0253] This can thus prevent the privacy from being 
violated by someone who needlessly, mischievously or 
maliciously peeps at image 1 of the monitor camera in- 
stalled In the house. 

5 [0254] Although the data 1 737 for ensuring the secu- 
rity is a password in this exemplary embodiment, It may 
be a cryptographic key for use in encrypting the data 
transmitted to the HGW and/or the household device. 
The security of the HGW and/or the household device 

10 can be ensured, when the cryptographic key is defined 
In advance, and the HGW and/or the household devtee 
receive only those data that are encrypted with the cryp- 
tographic key. 

[0255] In an Instance wherein a HGW Is Installed in a 

15 house, and one or more household device are connect- 
ed to the HGW through a home networi^, the HGW may 
transmit data 1 737 (e.g. password or cryptographic key) 
common to all of the household device connected to the 
HGW for ensuring their security by representing all the 

20 household device. This data for ensuring the security 
transmitted to the network server 103 by the HGW is 
valid commonly throughout the household device con- 
nected to the HGW. Accordingly, this data 1737 can be 
used commonly for all of the data packets directed tp 

25 the network server 103 for requesting it to render com- 
munication sen/ices of making any of the household de- 
vice perfomn a process of operation. 
[0256] In the case the household device is a refriger- 
ator placed In the house, a prescribed procedure re- 

30 quired for the household device to perform may be such 
that the refrigerator sets and maintains its temperature 
at a specified degree, orthe refrigerator transmits to the 
user temninal data relative to contents including food 
items stored in it. Tasks of data conversion and process- 

35 es required for the network server to perform based on 
the data transmitted from the household device may be 
to propose menu of meals based on the contents in the 
refrigerator, or presents a list of additional materials 
needed for the menu. 

40 [0257] The household device may also be a device, 
such as a video disk player and a personal computer, a 
television tuner and recorder, and that is capable of re- 
cording television broadcasting programs, set up in the 
house. A prescribed procedure for this household de- 

45 vice to perform Is to record a television program broad- 
casted on a specified channel from a specified time to 
another specified time, or starting at a specified time and 
continued for a specified period of time, as in the case 
of the video player. 

50 [0258] The television broadcasting programs need 
not be limited to those carried by the VHF and UHF 
waves, but they include television broadcasting pro- 
grams through satellites, such as broadcasting satellites 
(BS) and communications satellites (CS), and broad- 

55 casting programs through a cable, such as community 
antenna television (CATV) systems. 
[0259] Instead of television broadcasting programs, 
the prescribed procedure can cover recording of only 
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voices in a radio broadcasting program, which does not 
contain images. Details of these examples will not be 
described further, since their architectures and functions 
are generally equal In principle to those of the exemplary 
embodiment described above. 5 
[0260] In the case the household device provided in 
the house is any of a fire alanm, a gas leakage sensor, 
an emergency call button, and the like, a prescribed pro- 
cedure applicable to these household device is to re- 
quest transmission to the user terminal of a data relating io 
to a current state of the device. Or, in the case when the 
household device as above comes into a certain situa- 
tion, such as detection of an abnonmality in the house, 
It is required to transmit to the user tenmlnal of a data 
relating to the current state of the device as an event- is 
driven type . The usertemriinal can be a temninal device 
under control of any person belonging to the house 
where the household device Is Installed, or it may be an 
infonnatlon-processing device, such as a computer of a 
security company. It can thus promptly report to outside 20 
of the house the abnomnal situation occurring in the 
house, such as a fire, gas leakage, and intrusion into 
the house of a suspicious person. Detailed description 
of architecture and functions will also be skipped In this 
case, since they are analogous to the above. In this in- 25 
stance, a usertemriinal used from the outside to access 
to the HGW or the household device installed In the 
house is a different device than the HGW or the house- 
hold device in the house. The user tenmlnal sends a re- 
quest from the outside to the network server for provi- 30 
sion of communication services to the HGW or the 
household device installed In the house. The network 
server provides communication servtees between the 
user temninal and the HGW or the household device in- 
stalled In the house In response to the request. 35 
[0261] The user terminal can also be one of the HGW 
or the household device installed in the house. The user 
terminal requests the network server to provide commu- 
nication sen/ices to the same or different HGW or 
household device Installed in the same house or differ- 40 
ent houses. The network server 103 provides commu- 
nication services between one of the HGW and the 
household device installed in a house and another of 
the HGW and the household device installed in any of 
houses In response to the request. In this case, two 45 
houses that make communication may also be different 
houses or the same one. And, two HGWs and/or house- 
hold device that make communication may be different 
or the same one. Detailed description of architecture 
and functions will be skipped also in this case, since they so 
are analogous to the foregoing embodiment In which the 
user temiinal makes access to the HGW or the.house- 
hold devk:e Installed In the house from the outside. 
[0262] A terminal in the house may be any device in- 
stalled in the house, Including those not described In the ss 
foregoing, and a prescribed procedure to be carried out 
by the household devce includes any procedure that 
can be executable by these household device. Detailed 
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about architecture and functions will not be described 
here, since they are essentially analogous to those al- 
ready described in the foregoing. 
[0263] in this exemplary embodiment, the user termi- 
nal, network server 103, HGW, household device, such 
as video player 1 , air conditioner 1 , monitor camera 1 . 
gas meter 1 , the refrigerator, electric meter, water meter, 
and all other devices and device, in the house may 
achieve their functions by microcomputers equipped 
therein in combination with programs to control opera- 
tion of the microcomputers. In addition, the programs 
used to control operation of the microcomputers may be 
recorded in recording media readable by the computers. 
[0264] According, to this exemplary embodiment, 
there is provided communication sen/Ices for a variety 
of household device connected with the outside via the 
widely used general-purpose internet, to make them 
perform numerous processes variably and flexibly 
through the Internet. 

[0265] Furthemiore, the communication services can 
also be flexibly adaptable to a variety of data processing 
conresponding to the functions, abilities and the needs 
of the device on the user side which receives the serv- 
ices. 

[0266] The invention also makes possible to provide 
a so-called "synergistic" service in which a third party 
service provider utilizes a home network already exist- 
ing in a house of the homeowner covenanter (client) to 
provide its services. In this case, the third party service 
provider is able to reduce its investment on device for 
the communication network, which enables it to provide 
the services at low prices, thereby realizing the networi< 
services profitable for both the third party service pro- 
vider as well as the homeowner covenanter (client). 

(Second Exemplary Embodiment) 

[0267] Fig. 31 shows a content delivery system ac- 
cording to the second exemplary embodiment of the 
present Invention. Content delivery reception 5011 ac- 
cepts a delivery of contents. Content delivery source 
5012 originates the delivery of the contents. Content de- 
livery destination 5013 receives the delivery of the con- 
tents. A group of content receiver 5014 consists of one 
or more of content receivers that receives the delivered 
contents. Content delivery client 5015 sends a request 
for delivery of the contents. 

[0268] Fig. 32 is a flow chart showing operation of the 
content delivery system according to the second exem- 
plary embodiment. 

(StepS5031) 

[0269] The content delivery client 5015 makes ad- 
vanced registration of Information necessary for receiv- 
ing delivery of contents. The content delivery client 501 5 
either visit the content delivery reception 501 1 in person 
or uses any other device, such as telephone, FAX, and 
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access through e-mail or homepage, to register with it 
the following information necessary for the contents de- 
livery: 

a) location infomnation that specifies a destination 
for delivery of contents, i.e.. a geographical address 
or address data to designate the destination on the 
n6tworl<; 

b) specific Infonnation on a group of the content re- 
ceivers 5014, such as information that the content 
receivers are personal computers, printers, or net- 
work storages, for example, and information specif- 
ic to the devices, such as manufacture's name, de- 
vice type, and model number; and 

c) authentication information required when re- 
questing delivery of contents and receiving the con- 
tents, such as account name and password, and ac- 
count data to make a payment for the received con- 
tents, as a credit card number, for Instance. 

[0270] The advanced registration can be made at any 
time prior to making a request for delivery of contents. 
It can be made even at a time of making the first request 
for contents. 

(Step S5032) 

[0271] Thecontentdellvery client makes a request for 
delivery of contents. The client requests the content de- 
livery reception 501 1 for delivery of contents that he/she 
desires using the same way as that in the step S5031 . 
At the same time he/she specifies a content delivery 
destination and a content receiver where the contents 
are to be addressed, if he/she has registered more than 
one delivery destination and/or a plurality of receivers 
in the advanced registration. He/she also specifies an 
output fonnat, if the content receiver Is such a device as 
printer, whose output format is selectable for a size of 
paper, between monochrome and color, one side print- 
ing or both sides, and the like, for example. Naturally, 
there are default values in all specifications, and the de- 
fault values are used if nothing is specified. 

{StepS5033) 

[0272] The content delivery reception 5011 confirms 
the contents specified by the content delivery client 
5015, passes infonnation necessary for delivery of the 
contents to the content delivery source 501 2, and re- 
quests it to proceed with delivery of the contents. 

(Step S5034) 

[0273] TTie content delivery source 501 2 fonwards the 
contents In Its possession to the content delivery desti- 
nation that made the request, in the form requested. 
[0274] Referring now to Fig. 33. one example of de- 
livery is described hereinafter. The content delivery 



source 5401 has content storage unit 5402 for storing 
contents, content delivery unit 5403 forsending the con- 
tents over to the delivery destination, delivering program 
transmitter 5404 for sending delivering program neces- 
5 sary for delivery of the content and delivery infonmation 
processor 5405 for processing the delivery infonnation 
forwarded from the content delivery reception and con- 
trolling the entire process involved in the delivery. Net- 
work 5410 links the content delivery source 5401 and 
10 the content delivery destination 541 1 . The content de- 
livery destination 541 1 receives delivery of the contents. 
The content delivery destination 5411 is provided with 
content reception controller 5412 for controlling recep- 
tion of the contents, authentication section 541 3 for ver- 
ts ifying authentication and so on of the contents, routing 
controller 5414 for passing on the received contents to 
an appropriate content receiver, program execution sec- 
tion 5415 for executing the content delivering program 
received therein, program memory 5416 for storing the 
20 content delivering program received therein, and con- 
tent receivers 5417 to 5419. There can be any number 
of the content receivers. 

[0275] -Based on the infonnation received from the 
content delivery reception 501 1 , the delivery infomnatlo.n 

25 processor 5405 first gets hold of the contents to be de- 
livered, delivery destination of the contents, content re- 
ceiver, and specifications of the content receiver given 
by the content delivery client 5015. Next, the delivery 
Information processor 5405 retrieves the contents to be 

30 delivered from the content storage unit 5402, and pass- 
es them on to the content delivery unit 5403. At the same 
time, it compares fonnat of the stored contents with type 
of the content receiver specified by the content delivery 
client 5015 and the specifications required for the con- 

35 tent receiver, and determines processes necessary to 
perfonn in order to deliver the contents according to the 
specifications requested for the content receiver. In this 
exemplary embodiment, following explanation is given 
on the assumption that content receiver 541 8 was des- 

40 ignated as destination. If, for Instance, the contents are 
stored in a file format, the content receiver 5418 is a 
printer, and the content delivery client 5015 specified 
double-face printing, it is then necessary to convert con- 
tents of the file into such a data format that can be in- 

45 terpreted by the printer, and to give an Instruction for 
double-face printing in the control language readable by 
the printer. 

[0276] The delivery information processor 5405 con- 
verts the contents, which was once passed on to the 
50 content delivery unit 5403, Into the fonnat acceptable 
for the content receiver 541 8, and passes it again to the 
content delivery unit 5403. 

[0277] The delivery information processor 5405 pre- 
pares content delivering program, which is operable at 
55 the content delivery destination 541 1 to control the con- 
tent receiver 5418, and passes it on to the delivering 
. program transmitter 5404. The delivering program 
transmitter 5404 passes the delivering program on to 
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the content delivery destination 5411 via the network 
5410. 

[0278] Data comnnunication takes place at this time 
from the content delivery source 5401 to the content de- 
livery destination 541 1 . There may be cases in the data 
communication that other party cannot be located if the 
content delivery destination 541 1 is a general consumer 
whose address is not fixed . However, tunneling tech- 
niques, such as the Virtual Private Network ("VPN"), 
have made possible a method in that the content deliv- 
ery destination sends data to the content delivery source 
instead of a method that the content delivery destination 
makes access to the content delivery source to get the 
data. The present exemplary embodiment is illustrated 
on the premise that the data communication can be in- 
itiated from the content delivery source to the content 
delivery destination by using such techniques as the 
VPN. The method of communication is not specifically 
restricted in this respect. 

[0279] Ttie content receive controller 541 2 in the con- 
tent delivery destination 5411 passes on the delivering 
program transmitted thereto to the authentication sec- 
tion 5413 where authentication is made. The authenti- 
cation may be made as to whether the content delivery 
source Is legitimate, whether the content delivery desti- 
nation is legitimate, and whether the contents are legit- 
imate. Further detail of the authentication is not refen'ed 
to in this exemplary embodiment. 
[0280] Upon completion of the authentication by the 
authentication section 541 3, the content receive control- 
ler 5412 passes the delivering program on to the pro- 
gram storage unit 5416. and the program storage unit 
5416 stores the delivering program. Subsequently, the 
content receive controller 541 2 directs the program ex- 
ecution section 541 5 to execute the delivering program. 
Thus the program execution section 541 5 executes the 
delivering program. The delivering program is set for 
one of the content receiver specif ied by the content de- 
livery client 5015, i.e. the content receiver 5418 in this 
exemplary embodiment, according to the specifications 
set by the request of the content receiver 5015. in the 
case of a printer, for instance, the setting is made for a 
paper size, orientation of the paper, double-face print- 
ing, and the like. After completion of the setting of the 
content receiver 5418, and preparation made for ac- 
cepting the contents, the content delivering program is- 
sue a command to the content delivery source 5401 via 
the networi< 5410 for delivery of the contents. 
[0281] The content delivery information processor 
5405 of the content delivery source 5401 requests the 
content delivery unit 5403 to deliver the contents re- 
sponsive to the demand of the content delivering pro- 
gram. The content delivery unit 5403 delivers the con- 
tents to the content delivery destination 5411 through 
the network 541 0. 

[0282] When the content receive controller 5412 of 

the content delivery destination 541 1 confimns delivery 
of the contents, it communicates with the content deliv- 
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ering program to this effect. The content delivering pro- 
gram In conjunction with the routing controller 5414, 
passes the delivered contents on to the content receiver 
541 8. The content receiver 541 8 receives the given con- 
5 tents with the way specified by the content delivery cli- 
ent. 

[0283] While the contents are being received, the con- 
tent receive controller 5412 monitors the process of re- 
ceiving the contents, and checks whether en^oneous in- 
formation is detected or not in the content receiver 541 8 
or the content delivering program. 
[0284] When all the contents are delivered, the con- 
tent delivery source 5401 communicates the completion 
of delivery to the content delivery destination 541 1 . The 
content receive controller 5412 in the content delivery 
destination 5411 communicates with the content deliv- 
ery source 5401 for a receipt of the contents, after con- 
finning that it has received the contents nomially. 
[0285] What has been described above Is one exam- 
ple of the delivery. Upon completion of the contents de- 
livery in the step S5034, the content delivery source 
5012 communicates to the content delivery receptiori 
5011 to report the completion of delivery. 

(StepS5035) 

[0286] The content delivery receptbn 5011 collects 
fees from the content delivery client 5015 using infor- 
mation on the content delivery client 5015, which was 
registered In advance in the step S5031 , and pays the 
content delivery source 5012 the costs incurred for the 
contents and contents delivery. 
[0287] As described above, provided in this exempla- 
ry embodiment is the content delivery system, which in- 
cludes the content delivery reception for accepting a re- 
quest of contents delivery, the content delivery source 
for delivering the contents, the content delivery destina- 
tion for receiving delivery of the contents, and one or 
more content receivers in tiie content delivery destina- 
tion, wherein the content delivery reception, the content 
delivery source and the content delivery destination are 
in communication through the network, the content de- 
livery source sends to the. content delivery destination 
the content delivering program designed to carry out 
contents delivery in response to the request of the con- 
tent delivery client, and the content delivering program 
delivers contents from the content delivery source to 
one of the content receivers specified by the content de- 
livery client, and thereby the content delivery client is 
able to. request delivery of the contents from a location 
different from the content delivery destination, and to 
specify the receiving way of the contents. 

(Third Exemplary Embodiment) 

[0288] Fig. 34 shows a content delivery system ac- 
cording to the third exemplary embodiment of the 
present invention. Content delivery source 5053 has 
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contents. A group of content receiver 5055 consists of 
one or more content receiver that receives the delivered 
contents. The content delivery system operates in a 
manner which will be described hereinafter with refer> 
ence to a flowchart in Fig. 35. 

(Step S5061) 

[0289] Content delivery client 5056 makes advanced 
registration of information necessary for receiving deliv- 
ery of contents. The content delh^ery client 5056 either 
visit content delivery reception 5051 in person or uses 
any other means, such as telephone, FAX, and access 
through e-malt or homepage, to register with (t the fol- 
lowing information necessary for the contents delivery: 

a) location Information that specifies a destination 
for delivery of contents, i.e., a geographical address 
. or address data to designate the destination on the 

network; 

b) specific information on the group of content re- 
ceiver 6055, such as infomnation that the content 
receivers are persona) computers, printers, or net- 
work storages, for example, and Infonmation spec- 
ifying the devices, such as manufacture's name, de- 
vice type, and model number; and 

c) authentication information required when re- 
questing delivery of contents and receiving the con- 
tents, such as account name, password, and ac- 
count data to make a payment for the received con- 
tents, as a credit card number and the like, for in- 
stance. 

[0290] The advanced registration can be made at any 
time prior to making a request for delivery of contents. 
It can be made even at a time of making the first request 
for contents. 

(Step S5062) 

[0291] Thecontentdelivery client makes a request for 
delivery of contents. The client requests the content de- 
livery reception 5051 for delivery of contents that he/she 
desires using the same means as the step S5061 . At 
the same time he/she specifies a content delivery des- 
tination and a content receiver where the contents are 
to be addressed, if he/ she has registered more than 
one delivery destination and/or a plurality of receivers 
in the advanced registration. He/she also specifies an 
output format, if the content receiver is such a device as 
printer, whose output format is selectable for a size of 
paper, between monochrome and color, one-side print- 
ing or both sides, and the like, for example. Naturally, 
there are default values in all specifications, and the de- 
fault values are used if nothing is specified. 
[0292] When the content delivery reception 5051 ac- 
cepted the request for delivery of the contents, it checks 
for a location of the contents with content delivery proxy 



5052. If there are a plurality of content delivery sources, 
such as other companies also having contents, the con- 
tent delivery proxy 5052 checks to determine which con- 
tent delivery source candles the contents and whether it 

5 can request the content delivery source in question for 
the contents. If the contents are not available, the con- 
tent delivery proxy 5052 reports this fact to the content 
delivery reception 5051. When the content delivery 
proxy 5052 finds any content delivery source 5053 that 

10 canries the contents, it confirms a method of obtaining 
the contents. Although there are a number of methods 
available for transaction of contents between the con- 
tent delivery proxy 5052 and content delivery source 

5053, this exemplary embodiment illustrates the follow- 
15 ing two methods. 

(Method 1) 

[0293] The content delivery proxy 5052 and the con- 
20 tent delivery source 5053 have mutual understanding in 
advance for cost, method of payment, and procedure in 
obtaining the contents. 

(Method 2) 

25 

[0294] The content delivery client 5056 makes an 
agreement of use with the content delivery source 5053 
in advance, and obtains authentication infonnation on 
user name, a password, and the like necessary when 
30 using contents. When the content delivery client 5056 
makes a request for delivery of contents, he/she gives 
the authentication Infonnation for use of the content de- 
livery source 5053, per a request of the content delivery 
reception 5051. The content delivery reception 5051 
35 passes on the authentication information to the content 
delivery proxy 5052. The content delivery proxy 5052 
gets access to the content delivery source 5053 using 
this authentication infomiation, and obtains the contents 
requested by the content delivery client 5056. 
40 [0295] Whenever the content delivery proxy 5052 is 
required to obtain the contents from the content delivery 
source 5053 using the method 2, it infomnsthe content 
delivery reception 5051 to this effect in requesting ac- 
quisition of the authentication information. The content 
45 delivery reception 5051 requests the content delivery 
client 5056. the authentication infonnation necessary to 
obtain the contents, and gets them. 

(Step S5063) 

50 

- [0296] The content delivery reception 5051 confimns 
the contents specified by the content delivery client 
5056, passes infomiation necessary for delivery of the 
contents to the content delivery proxy 5052, and re- 
55 quests it to proceed with delivery of the contents. 
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(Step S5064) 

[0297] The content delivery proxy 5052 sends a re- 
quest for the contents specff led by the content delivery 
client 5056 to the content delivery source 5053, with 
which it has confinned of having the contents, in the step 
S5062. 

[0298] Referring now to Fig. 38, described hereinafter 
are details of the method 1 and method 2. Fig. 38 illus- 
trates a specific architecture of the content delivery 
proxy 5052 and the content delivery source 5053 shown 
in Fig. 34. The content delivery source 5053 includes 
authentication information verification section 5902 for 
conf inning the client who makes a request for contents, 
and content storage unit 5903 storing the contents. The 
content delivery proxy 5052 includes authentication in- 
fomriation memory 591 2 for storing authentication Infor- 
mation to be used when mal<ing a request for contents, 
authentication infonnatlon transmitter 5913 for sending 
authentication information to the content delivery 
source, content storage unit 5914 for storing obtained 
content, delivering program transmitter 5915 for use in 
delivering contents, and delivery information processor 
591 6 for controlling a series of delivering tasks. Network 
5920 connects between the content delivery proxy and 
the content delivery source. 

[0299] Each of the methods functions in a manner as 
described hereinafter 

(i\/1ethod 1) 

[0300] First, the content delivery source 5053 and the 
content delivery proxy 5052 detemnine authentication 
information needed for transaction of the contents, and 
it is stored beforehand in the authentication Information 
memory 5912. This represents a process in which the 
content delivery proxy makes agreement with a content 
delivery source, which has contents, about delivery of 
its contents, establishes therebetween authentication 
infonnation for use in having access to the content de- 
livery source, and retains the related infonnation, when 
it starts the business of contents delivery. If the content 
delivery proxy makes agreement with a plurality of con- 
tent delivery sources, it stores more than one set of au- 
thentication infonnation In the authentication Informa- 
tion memory 5912. 

(0301 ] The content delivery proxy 5052 delivers con- 
tents when it receives a request of contents delivery 
from the content delivery reception 5051 . First, the con- 
tent delivery proxy 5052 gives a request for the contents 
to content delivery source 5053, for which It has con- 
firmed of having the contents in the step S5062. If the 
content delivery source 5053 requires the content deliv- 
ery proxy 5052 to follow the procedure in method 1 , the 
content delivery proxy 5052 selects authentication infor- 
mation necessary for the request to the content delivery 
source 5053 among those stored in the authentication 
information memory 5912, and uses the authentication 



infonnation transmitter 591 3 to send it to the content de- 
livery source 5053 via the network 5920. 
[0302] The content delivery source 5053 verifies the 
authentication Information transmitted thereto with the 
5 authentication information verification section 5902, and 
transmits the contents requested by the content delivery 
proxy 5052 from the content storage unit 5903 to the 
content delivery proxy 5052 via the networic 5920, if it 
verified that the requested party is legitimate. 
[0303] The content delivery proxy 5052 stores the 
contents forwarded thereto into the content storage unit 
5914, and delivers them thereafter to the content deliv- 
ery destination that made the request through the con- 
tent delivery reception 5051 . 

[0304] Since delivery of the contents to the content 
delivery destination is made in the same manner as that 
described in the second exemplary embodiment, details 
of it is skipped here. 



[0305] The content delivery proxy 5052 delivers con- 
tents when it receives a request of contents delivery 
from the content delivery reception 5051 . First, the con- 
tent delivery proxy 5052 gives a request for the contents 
to content delivery source 5053, for which it has con- 
finned of having the contents in the step S5062. If the 
content delivery source 5053 requires the content deliv- 
ery proxy 5052 to follow the procedure In method 2, the 
content delivery reception 5051 is assumed to have 
passed the content delivery source 5053 with the au- 
thentication infonnation needed in the process of mak- 
ing a request of contents delivery. Therefore, the au- 
thentication information is stored in the authentication 
information memory 5912, and it is forwarded to the con- 
tent delivery source 5053 by the authentication informa- 
tion transmitter 5913 via the network 5920. 
[0306] The content delivery source 5053 verifies the 
authentication infonnation sent thereto with the authen- 
tication infonnation verification section 5902. and trans- 
mits the contents requested by the content delivery 
proxy 5052 from the content storage unit 5903 to the 
content delivery proxy 5052 via the networi< 5920, if it 
verified that the requested party is legitimate. 
[0307] The content delivery proxy 5052 stores the 
contents fon^arded thereto into the content storage unit 
5914, and delivers them thereafter to the content deliv- 
ery destination that made the request through the con- 
tent delivery reception 5051 . 

[0308] . Since delivery of the contents to the content 
delivery destination Is made in the same manner as that 
described in the second exemplary embodiment, details 
of it is skipped here. 



[0309] The content delivery proxy 5052 delivers, in a 
format requested by the destination , the contents ob- 
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tained from the content delivery source 5053 to the con- 
tent delivery destination that requested them. The con- 
tent delivery proxy 5052 notifies the content delivery re- 
ception 5051 to the effect that delivery of the contents 
has completed, when the delivery was made normally. 

(Step S5066) 

[031 0] The content delivery reception 505 1 collects a 
fee from the content delivery client 5056 using informa- 
tion on the content delivery client 5056, which was reg- 
istered in advance In the step S5061 , and pays the con- 
tent delivery proxy 5052 the required cost. At the same 
time, the content delivery reception 5051 also collects 
a contents fee from content delivery client 5056, and 
pays it to the content delivery proxy 5052 as a cost in- 
curred in obtaining the contents, if the content delivery 
proxy 5052 obtained the contents from the content de- 
livery source 5053 with the method 1 . The content de- 
livery proxy 5052 pays the contents fee to the content 
delivery source 5053 in a certain way previously ar- 
ranged with the content delivery source 5053. If the con- 
tent delivery proxy 5052 obtains the contents fron\ con- 
tent delivery source 5053 with the method 2, It does not 
collect the contents fee because the content delivery cli- 
ent 5056 pays it directly. 

[0311] In this exemplary embodiment, as described 
above, the content delivery reception, the content deliv- 
ery proxy, the content delivery source and the content 
delivery destination are in communication with respect 
to one another through the network, and the content de- 
livery proxy obtains and delivers the contents according 
to the request of the content delivery client. The content 
delivery proxy sends to the content delivery destination 
a content delivering program designed to carry out de- 
livery, and the content delivering program delivers the 
contents from the content delivery proxy to one of the 
content receiver specified by the content delivery client. 
Accordingly, the content delivery client is able to request 
delivery of the contents and to specify the way it receives 
the contents from a location different from the content 
delivery destination. In addition, the content delivery 
proxy can also deliver any content in possession of the 
ordinary content delivery source by instead of the 
source. 

(Fourth Exemplary Embodiment) 

[0312] Fig. 36 shows a content delivery system ac- 
cording to a third exemplary embodiment of the present 
Invention. A group of content receivers 5074 consists of 
one or more of content receiver that receives the deliv- 
ered contents. Content delivery client administrative da- 
tabase 5076 administrates infomnation of content deliv- 
ery clients at a content delivery reception. Content rec- 
ommendation section 5077 manages information of 
content delivery client 5075 at the content delivery re- 
ception 5071 , recommends a content and receivers that 



suit a taste of the content delivery client 5075 as deter- 
mined based on a record of past usages by the content 
delivery client 5075, in response to his/her request of 
content delivery, and stores information as to whether 
5 the content delivery client 5075 accepted the recom- 
mendation, into the content delivery client administra- 
tive database 5076, The above content delivery system 
operates in a manner, which will be described now with 
reference to a flowchart in Fig. 37. 

10 

(StepS5081) 

[0313] First, the content delivery client 5075 makes 
advanced registration of Information necessary for re- 

15 ceiving delivery of contents. The content delivery client 
5075 either visit the content delivery reception 5071 in 
person or uses any other means, such as telephone, 
FAX, and access through e-mail or homepage, to reg- 
ister with It the following information necessary for the 

20 contents delivery: 

a) location infonnation that specifies a destination 
for delivery of contents, i.e., a geographical address 
or address data to designate the destination on the 

25 network; 

b) specific information on a group of the content re- 
ceivers 5074, such as infonmation that the content 
receivers are personal computers, printers, or net- 
work storages, for example, and infonnation spec- 

30 ifying the devices, such as manufacture's name, de- 
vice type, and model number; and 

c) authentication information required when re- 
questing delivery of contents and receiving the con- 
tents, such as account name, password, and ac- 

35 count data to make a payment for the received con- 
tents, as a credit card number, for instance. 

[031 4] The advanced registration can be made at any 
time prior to making a request for delivery of contents. 
40 It can be made even at a time of making the first request 

for delivery of contents. 

[031 5] The content delivery reception 5071 stores the 
above infonnation relating to the content delivery client 
5075 in the content delivery client administrative data- 
45 base 5077. 

(Step 85082] 

[0316] The content delivery client 5075 requests de- 
50 livery of contents. He/she requests the content delivery 
reception 5071 for delivery of the contents that he/she 
desires using the same way as the step S50ei . When 
the content delivery client 5075 requests the content de- 
livery reception 5071 at this time for recommendation of 
55 contents, the content delivery reception 5071 commu- 
nicates the request to the content recommendation sec- 
tion 5077. The content recommendation section 5077 
gives its recommendation of contents and receiver de- 
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termined based on information on the content delivery 
client 5075 stored In the content delivery client admin- 
istrative database 5076 and contents information of the 
content delivery source 5072. Details of this process are 
described with reference to Fig. 39. 
[0317] Rg. 39 shows a delivery reception portion of 
the content delivery system according to the third exem- 
plary embodiment. The portion Includes content delivery 
reception 5071 , content delivery client administrative 
database 5076 for storing Infomriation on the content de- 
livery client 5075, content recommendation section 
5077 for recommending contents and content receiver 
to the content delivery client 5075, and reference nu- 
meral 5072 representing a content delivery source hav- 
ing content storage unit 5101 for storing contents and 
content retriever 51 02 for retrieving the stored contents. 
[031 8] Initially, the content delivery client administra- 
tive database 5076 stores only the Infomnatlon given by 
the content delivery client 5075 In the step S5081 . Tlie 
content delivery client administrative database 5076 ac- 
cumulates information on the content delivery client 
5075 by getting additional infomnatlon whenever the 
content delivery client 5075 makes request for content 
delivery, as to what content and which content receiver 
the content delivery reception 5071 made the request 
of delivery. 

[0319] First, when the content delivery client 5075 re- 
quests the content delivery reception 5071 a recom- 
mendation of content in an Intent of requesting delivery 
of the content, the content delivery reception 5071 di- 
rects the content recommendation section 5077 to rec- 
ommend a content. 

[0320] The content recommendation section 5077 
first gets an input of data on the content delivery client 
5075 from the content delivery client administrative da- 
tabase 5076. 

[0321] The content recommendation section 5077 ex- 
tracts data on the past use of contents as well as Infor- 
mation on the choice of contents registered during the 
advanced registration from the Input data, and passes 
them on to the contents retriever 5102 Jn the content 
delivery source 5072 via the network 5110. 
[0322] Using the data given to it, the contents retriever 
5102 generates a keyword for searching In the content 
storage unit, and It begins to search through the content 
storage unit 5101 . Then, the content storage unit 5101 
passes on infomnatlon of contents obtained from the 
search to the content recommendation section 5077 via 
the networi< 5110. Although there are various methods 
of generating the keyword and means for retrieving con- 
tents, their specific examples will not be referred to in 
this exemplary embodiment. 

[0323] The content recommendation section 6077 
presents to the content delivery client 5075 its recom- 
mendation of a content and receiver, as determined 
based on the obtained information of contents, the in- 
formation on the content receiver owned by the content 
delivery client 5075 and data on the past use of content 



receivers, which are contained in the information on the 
content delivery client 5075 retrieved from the content 

delivery client administrative database 5076. 
[0324] The content delivery client 5075 Indicates to 
5 the content recommendation section 5077 as to whether 
he/sheintends to accept the recommended content and 
receiver. 

[0325] If the content delivery client 5075 accepts the 
recommendation, the content recommendation section 
5077 passes on the accepted information on the content 
and the content receiver to the content delivery recep- 
tion 5071 . The content delivery reception 5071 inter- 
prets it as a request from the content delivery client 5075 
for delivery of the content. 

[0326] In an event that the content delivery client 5075 
does not accept the recommendation, the content rec- 
ommendation section 5077 takes it as Infomnatlon on 
refusal of the recommendation, and records the infor- 
mation on content and content receiver into the content 
delivery client administrative database 5076. It also re- 
ports to the content delivery reception 5071 of the fact 
that the recommendation has not been accepted. The 
content delivery reception 5071 retums to the nonmal 
state, waiting for a request of content delivery aflerlt 
receives this report. 

[0327] If the content delivery client 5075 does not ac- 
cept the recommendation of the content recommenda- 
tion section 5077, he/she makes a request for delivery 

of content In the ordinary manner, i.e. he/she specifies 
a content of his/her choice along with receiver At the 
same time the content delivery client 5075 specifies a 
content delivery destination and a content receiver 
where the content Is to be directed, If he/ she has reg- 
istered more than one delivery destination and/or a plu- 
rality of receivers in the advanced registration. He/she 
also specifies an output format, if the content receiver 
is a device, such as a printer, whose output format Is 
selectable for a size of paper, between monochrome 
and color, one-side printing or both sides, and the like, 
for Instance. Naturally, there are default values in all 
specifications, and the default values are used if m)thing 
is specified. 

(Step S5083) 

[0328] The content delivery reception 5071 confirms 
the content specified by the content delivery client 5075, 
stores the information on the content and the receiver 
into the content delivery client administrative database 
5076, and passes on the same Infomnatlon to the con- 
tent delivery source 5072 to requests delivery of the con- 
tent. 



[0329] The content delivery sou rce 5072 forwards the 
content In Its possession to the content delivery desti- 
nation that made the request, in the requested format. 
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The content delivery destination 5073 monitors delivery 
of the content, and requests the content delivery source 
5072 for redelivery of the content If any failure takes 
place. Even If another failure occurs in the subsequent 
redelivery due to a trouble with the content delivery des- 
tination 5073. it reports the failure of delivery to the con- 
tent delivery source 5072. When the content is delivered 
successfully, it reports the content delivery source 5072 
to that effect. Upon receipt of the report from the content 
delivery destination 5073, the content delivery source 
5072 passes on the infonnation to the content delivery 
reception 5071 . Since the content is delivered to the 
content delivery destination in the same manner as de- 
scribed in the second exemplary embodiment, details of 
it will be skipped here. 

(Step S5085) 

[0330] The content delivery reception 5071 closely 
examines a content of the report from the content deliv- 
ery source 5072. If delivery ended successfully, the con- 
tent delivery reception 5071 collects fees from the con- 
tent delivery client 5075 using infonnation on the content 
delivery client 5075, which was registered in advance in 
the step S5081 , and pays the content delivery source 
5072 the costs incurred for the content and content de- 
livery. If the delivery was not successful, the content de- 
livery reception 5071 reports the fact to the content de- 
livery client 5075. Finally, the content delivery reception 
5071 stores Information about a result of the content de- 
livery in the content delivery client administrative data- 
base 5076, and uses it in detennining a recommenda- 
tion for the next request of content delivery. 
[0331 ] As described above, the content delivery sys- 
tem of this exemplary embodiment includes the content 
delivery reception for accepting the request of content 
delivery, the content delivery source for delivering the 
content, and the content delivery destination that re- 
ceives delivery of the content. The content delivery des- 
tination Includes a plurality of the content receivers, and 
the content delivery reception includes the content rec- 
ommendation section and the content delivery client ad- 
ministrative database. The content delivery reception, 
the content delivery source, and the content delivery 
destination are all connected through the network. The 
content delivery reception accumulates a history of us- 
age of the content delivery client in the content delivery 
client administrative database, and the content recom- 
mendation section recommends contents based on the 
accumulated data. Accoi;dingly. the content delivery cli- 
ent can easily select contents that fit to his/her choice. 
In addition, the content delivering program for delivering 
contents according to a request of the content delivery 
client is forwarded from the content delivery source to 
the content delivery destination, and this content deliv- 
ering program delivers the contents from the content de- 
livery source to one of the content receiver specified by 
the content delivery client. As a result, the content de- 



livery client can request delivery of contents from any 
location different from the actual content delivery desti- 
nation, in addition, the content delivery client can specify 
how It receives the contents. 

5 

INDUSTRIAL APPLICABILITY 

[0332] According to the present invention, communi- 
cation sen/ices are provided for a variety of household 
10 device connected with the outside via the widely used 
general-purpose Internet, to make them perfonm numer- 
ous processes variably and flexibly through the Intemet. 
[0333] Furthennore, the communication services can 
also be flexibly adaptable for a variety of data process- 
es ing corresponding to the functions, abilities and the 
needs of the device on the user side that receives the 
sen/ices. 

[0334] The invention also makes possible to provide 

a synergistic service in which a third party service pro- 
20 vider utilizes a home network in a house of the cove- 
nanter (client) to provide its services. In this case, the 
third party service provider is able to reduce its invest- 
ment on device for the communication network, which 
enables it to provide the services at low prices, thereby 
25 realizing the network servk:es profitable for both the 
third party service provider as well as the covenanter 
(client). 



30 Claims 

1. A method of providing communication services, 
comprising the steps of: 

35 allowing a first data processor to determine a 

first procedure to be executed by a second data 
processor based on data received from a third 
data processor via a first networi<; and 
allowing the first data processor to transmit, to 

40 the second data processor via the first network, 

first data for making the second data processor 
execute the detemnined first procedure. 

2. The method as recited in claim 1 , 

45 wherein the first data processor stores a plu- 

rality of procedures to be executed by the second 
data processor, and 

wherein said step of allowing the first data 
processor to detemiine the first procedure includes 

50 the step of allowing the first data processor to select 
the first procedure among the plurality of proce- 
dures based on the data received from the third data 
processor. 

55 3. The method as recited In claim 1 or "2, 

wherein the detemriined first procedure in- 
cludes a second procedure to be executed by a 
fourth data processor, and 
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wherein the first data includes second data for 
maldng the fourth data processor execute the sec- 
ond procedure, 

said method further comprising the step of: 

allowing the second data processor to transmit 
the second data to the fourth data processor 
via a second network. 

4. The method as recited in claim 3, wherein the sec- 
ond procedure includes a procedure for requesting 
transmission of third data stored in one of the sec- 
ond data processor and the fourth data processor 
to one of the third data processor and the first data 
processor 

5. The method as recited in claim 4, further comprising 
the steps of: 

allowing the first data processor to receive the 
third data; and 

allowing the first data processor to convert and 
process the received third data according to a 
predetemnlned procedure. 

6. The method as recited in claim 5. 

wherein the data received by the first data 
processor from the third data processor Includes 
data relating to a function of the third data proces- 
sor, 

wherein the third data is independent of the 
function of the third data processor, and 

• wherein said step of allowing the first data 
processor to convert and process the received third 
data Includes the step of making the third data 
adaptable for the function of the third data proces- 
sor. 

7. The method as recited in any one of claims 3 to 6. 
wherein the second data includes at least one of 
data used by the fourth data processor to execute 
the second procedure and a program for executing 
the second procedure. 

8. The method as recited In claim 7, 

wherein the at least one of the data and the 
program is variable according to the second proce- 
dure, 

said method further comprising the step of: 

allowing the first data processor to transmit the 
at least one of the data and the program to the 
fourth data processor after said step of allowing 
the first data processor to detenmlne the first 
procedure based on the received data. 

9. The method as recited in any one of claims 3 to 8, 
further comprising the step of: 



58 

providing services performed with using the 
third data processor by communication be- 
tween the first data processor and the second 
data processor, and by data communication be- 
5 tween the second data processor and the fourth 

' data processor via the second network. 

10. The method as recited in claim 1 or 2, wherein the 
first procedure Includes a procedure of directing 
10 transmission of fourth data stored in the second da- 
ta processor from the second data processor to one 
of the third data processor and the first data proc- 
essor 

15 11. The method as recited in claim 1 0 further compris- 
ing the steps of: 

allowing the first data processor to receive the 
fourth data; and 
20 allowing the first data processor to convert and 

process the received fourth data according to 
a predetermined procedure. 

12. The method as recited in claim 11 , 
25 wherein the data received by the first data 

processor from the third data processor includes 
data relating to a function of the third data proces- 
sor 

wherein the fourth data is independent of the 
30 function of the third data processor, and 

wherein said step of allowing the first data 
processor to convert and process the received first 
data includes the step of making the fourth data 
adaptable for the function of the third data proces- 
35 sor 

13. The method as recited in claim 1 or 2. wherein the 
secoiid diata includes at least one of data used by 
the second data processor to execute the first pro- 

40 cedure and a program for executing the first proce- 
dure. 

14. The method as recited in claim 13, 

wherein the at least one of the data and the 
45 program is variable according to the second proce- 
dure, 

said method further comprising the step of: 

allowing the first data processor to transmit the 
50 at least one of the data and the program to the 

second data processor after said step of allow- 
ing the first data processor to detemnine the first 
procedure based on the received data. 

55 15. The method as recited in any one of claims 1 to 14, 
further comprising the steps of: 

counting a number of data packets passing 



25 



30 



45 



50 



30 



59 



EP 1416 759 A1 60 



through the first data processor; and 

using the counted number for traffic control and 

billing. 

16. The method as recited in any one of claims 1 to 15. 
wherein the second data processor and the third da- 
ta processor are the same equipment. 

17. A program for making a computer execute said 
method as recited in any one of claims 1 to 16. 

18. A recording medium storing said program as recited 
in claim 17, said recording medium being readable 
by the computer. 

19. A system for providing a communication service, 
comprising: 

a first data processor; 

a second data processor connected to said first 
data processor via a first network; and 
a third processor connected to said first and 
second data processors via said first network, 

wherein said first data processor determines 
a first procedure to be executed by said second data 
processor based on data received from a third data 
processor via said first network, and 

wherein said first data processor transmits, to 
said second data processor via said first network, 
first data for making said second data processor ex- 
ecute said determined first procedure. 

20. The system as recited in claim 1 9, 

wherein said first data processor stores a plu- 
rality of procedures to be executed by said second 
data processor, and 

wherein said first data processor selects said 
first procedure among said plurality of procedures 
based on said data received from said third data 
processor. 

21 . The system as recited in claim 1 9 or 20. further com- 
prising: 

a fourth data processor connected to said sec- 
ond data processor via a second networic, 

wherein said first procedure includes a sec- 
ond procedure to be executed by said fourth data 
processor, 

wherein said first data includes second data 
for making said fourth data processor execute said 
second procedure, and 

wherein said second data processor trans- 
mits said second data to said fourth data processor 
via said second network. 



22. The system as recited in claim 21 . wherein said sec- 
ond procedure includes a procedure of directing 
transmission of third data stored in said fourth data 
processor to one of said third data processor and 

5 said first data processor. 

23. The system as recited in claim 22. wherein said first 
data processor receives said third data, and con- 
verts and processes said third data according to a 

10 predetermined procedure. 

24. The system as recited in claim 23, 

wherein said data received by said first data 
processor from said third data processor Includes 
15 data relating to a function of said third data proces- 
sor, 

wherein said third data is independent of said 
function of said third data processor, and 

said first data processor makes said third data 
20 adaptable for said function of said third data proc- 
essor according to said predetemnined procedure. 

25. The system as recited in any one of claims 21 to 24, 
wherein said second data includes at least one of 

25 data used by said fourth data processor to execute 
said second procedure and a program for executing 
said second procedure. 

26. The system as recited in claim 25, 

30 wherein said at least one of said data and said 

program is variable according to said second pro- 
cedure, and 

wherein said first data processor transmits 
said at least one of said data and said program to 

35 said fourth data processor after detennlning said 
first procedure. 

27. The system as recited in any one of claims 21 to 26, 
wherein a sen/ice performed with using said third 

40 data processor Is provided by communication be- 
tween said first data processor and said second da- 
ta processor, and by data communication between 
said second data processor and said fourth data 
processor via said second network. 

45 

28. The system as recited in claim 19 or 20, wherein 
said first procedure includes a process of directing 
transmission of fourth data stored in said second 
data processor to one of said third data processor 

50 and said first data processor. 

29. The system as recited in claim 28, wherein said first 
data processor receives said fourth data, and con- 
verts and processes said fourth data according to a 

55 predetermined procedure. 

30. The system as recited in claim 29, 

wherein said data received by said first data 
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processor from said third data processor Includes 
data relating to a function of said third data proces- 
sor, 

wherein said fourth data is independent of 
said function of said third data processor, and 

wherein said first data processor makes said 
fourth data adaptable for said function of said third 
data processor according to said predetemnlned 
procedure. 

31. The system as recited in claim 19 or 20, wherein 
said first data includes at least one of data used by 

. said second data processor to execute said first 
procedure and a program for executing said first 
procedure. 

32. The system as recited in claim 31 , 

wherein said at least one of said data and said 
program Is variable according to said first process, 
and 

wherein said first data processor transmits 
said at least one of said data and said program to 
said second data processor after detenmining said 
first process. 

33. The system as recited in any one of claims 1 9 to 32, 
wherein a service perfomied by using said third da- 
ta processor Is provided by communication be- 
tween said first data processor and said second da- 
ta processor. 

34. The system as recited in any one of claims 1 9 to 33. 
wherein said second data processor and said third 
data processor are the same equipment. 

35. The system as recited In any one of claims 1 9 to 33. 
wherein said first data processor counts a number 
of data packets passing through said first data proc- 
essor, and uses said counted n umber for traffic con- 
trol and billing. 

36. A nrtethod of providing a communication service, 
comprising the steps of: 

determining a first procedure to be executed by 
a second data processor based on data re- 
ceived from a third data processor via a first 
network; and 

transmitting first data for execute the deter- 
mined first procedure to the second data proc- 
essor via the first network. 

37. The method as recited in claim 36, wherein said 
step of detennining the first procedure includes the 
step of selecting the first process among a plurality 
of procedures based on the data received from the 
third data processor. 
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38. The method as recited in claim 36 or 37, 

wherein the detemr^ined first procedure In- 
cludes a second procedure to be executed by a 
fourth data processor, 

wherein the first data includes second data for 
making the fourth data processor execute the sec- 
ond process, and 

wherein the second data processor transmits 
the second data to the fourth data processor via a 
second network. 



39. 



The method as recited in claim 38, wherein the s 
ond procedure includes a procedure of requesting 
one of the second data processor and the fourth da- 
ta processor to transmit third data stored in the one 
of the second data processor and the fourth data 
processor. 



40. The method as recited In claim 38, wherein the sec- 
ond procedure includes a procedure of requesting 
the one of the second data processor and the fourth 
data processor to transmit the third data to the third 
data* processor. 

41. The method as recited in claim 40, further compris- 
ing the step of: 

receiving the third data; and 

converting and processing the received third 

data according to a predetermined procedure. 

42. The method as recited in claim 41 , 

wherein the data received from the third data 
processor includes data relating to a function of the 
third data processor, 

wherein the third data is independent of the 
function of the third data processor, and 

wherein said step of converting and process- 
ing the received third data Includes the step of mak- 
ing the third data adisptable for the function of the 
third data processor. 

43. The method as recited in any one of claims 38 to 
42, wherein the second data includes at least one 
of data used by the fourth data processor to execute 
the second procedure and a program for executing 
the second procedure. 

44. The method as recited In claim 43, wherein the at 
least one of the data and the program is variable 
according to the second process, said method fur- 
ther comprising the step of: 

transmitting the at least one of the data and the 
program to the fourth data processor after said 
step of detennining the first procedure. 

45. The method as recited in any one of claims 38 to 
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44, wherein a service performed with using the third 
data processor is provided by data communication 
with the second data processor via the first network, 
and by data communication between the second 
data processor and the fourth data processor via 
the second network. 

48. The method as recited in claim 36 or 37, wherein 
the first procedure Includes a procedure of directing 
the second data processor to transmit fourth data 
stored In the second data processor. 

47. The method as recited in claim 46, wherein the first 
procedure Includes a procedure of directing trans- 
mission of the fourth data to the third data proces- 
sor. 

48. The method as recited in claim 46, further compris- 
ing the steps of: 

receiving the fourth data; and 

converting and processing the received fourth 

data according to a predetemnlned procedure. 

49. The method as recited In claim 48, 

wherein the data received from the third data 
processor includes data relating to a function of the 
third data processor, 

wherein the fourth data Is Independent of the 
function of the third data processor, and 

wherein said step of converting and process- 
ing the received first data includes the step of mak- 
ing the fourth data adaptable for the function of the 
third data processor, 

50. The method as recited in claim 36 or 37, wherein 
the second data includes at least one of data used 
by the second data processor to execute the first 
procedure and a program for executing the first pro- 
cedure. 

51. The method as recited in claim 50, wherein the at 
least one of the data and the program is variable 
according to the second procedure, said method 
further comprising the step of: 

transmitting the at least one of the data and the 
program to the second data processor after 
said step of determining the first procedure 
based on the received data. 

52. The method as recited in any one of claims 36 to 
51, further comprising the steps of: 

counting a number of data packets passing 
through the first data processor; and 
using the counted number for traff te control and 
billing. 



53. The method as recited in any one of claims 36 to 
52, wherein the second data processor and the third 
data processor are the same equipment. 

5 54. A program for executing said method as recited In 
any one of claims 36 to 52. saki method being ex- 
ecuted by said first data processor. 

55. A recording medium storing said program as recited 
10 in claim 54,. said recording medium being readable 

by the second data processor. 

56. A method of providing a communication service, 
comprising the steps of: 

15 

receiving first data from a first data processor 
via a first networic; and 

executing a first procedure based on the first 
data, 

20 

wherein the first data processor detemriines 
the first procedure based on data received from a 
third data processor via the first network. 

25 57. The method as recited In dalm 56, 

wherein the first data processor stores a plu- 
rality of procedures, and 

wherein the first data processor selects the 
first process among the plurality of procedures 
30 based on the data received from the third data proc- 
essor. 

58. The method as recited in claim 56 or 57, 

wherein the determined first procedure in- 
35 eludes a second procedure to be executed by a 
fourth data processor, and 

wherein the first data includes second data for 
making the fourth data processor execute the sec- 
ond process, 

40 said method further comprising the step of: 

transmitting the second data to the fourth data 
processor via a second network. 

45 59. The method as recited In claim 58, wherein the sec- 
ond procedure Includes a process of requesting 
transmission of third data to one of the third data 
processor and the first data processor. 

50 60. The method as recited in claim 59, wherein the sec- 
ond procedure includes a process of requesting 
transmission of the third data stored In the fourth 
data processor to one of the third data processor 
and the first data processor. 

55 

61. The method as recited in claim 59, 

wherein the first data processor receives the 
third data, and 
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wherein the first data processor converts and 
processes the received third data according to a 
predetermined procedure. 

62. The method as recited in claim 61, 

wherein the data received by the first data 
processor from the third data processor includes 
data relating to a function of the third data proces- 
sor, 

wherein the third data is Independent of the 
function of the third data processor, and 

wherein the first data processor makes the re- 
ceived third data adaptable for the function of the 
third data processor. 

63. The method as recited in any one of claims 58 to 
62, wherein the second data Includes at least one 
of data used by the fourth data processor to execute 
the second procedure and a program for executing 
the second procedure. 

64. The method as recited in claim 63. 

wherein the at least one of the data and the 
program Is variable according to the second proce- 
dure, and 

wherein the first data processor transmits the 
at least one of the data and the program to the fourth 
data processor after detemrtinlng the first procedure 
based on the received data. 

65. The method as recited in any one of claims 58 to 64. 

wherein a service perfonned with using the 
third data processor Is provided by data communi- 
cation with the first data processor via the first net- 
work, and by data communication with the fourth 
data processor via the second networl<. 

66. The method as recited in claim 56 or 57, wherein 
the first procedure includes a procedure of directing 
transmission of fourth data to one of the third data 
processor and the first data processor. 

67. The method as recited In claim 66, 

wherein the first data processor receives the 
fourth data, and 

wherein the first data processor converts and 
processes the received fourth data according to a 
predetenmined procedure. 

68. The method as recited in claim 67, 

wherein the data received by the first data 
processor from the third data processor Includes 
data relating to a function of the third data proces- 
sor, 

wherein the fourth data Is independent of the 
function of the third data processor, and 

wherein the first data processor makes the re- 
ceived fourth data adaptable for the function of the 



third data processor. 

69. The method as recited in claim 56 or 57, wherein 
the second data includes at least one of data used 

5 to execute the first procedure and a program for ex- 
ecuting the first procedure. 

70. The method as recited In claim 69, wherein the at 
least one of the data and the program Is variable 

10 according to the second procedure, said method 
further comprising the step of: 

receiving the at least one of the data and the 
program from the first data processor after the 
15 first data processor determines the first proce- 

dure based on the received data. 

71. The method as recited in any one of claims 56 to 
71, wherein the first data processor counts a 

20 number of data packets passing through the first da- 
ta processor, and uses the counted number for traf- 
fic control and billing. 

72. A program for executing said method as recited in . 
25 any one of claims 56 to 71 , said method being ex- 
ecuted by the second data processor. 

73. A recording medium storing said program as recited 
In claim 72, said recording medium being readable 

30 by the second data processor. 

74. A system of delivering content, comprising: 

a content delivery reception for accepting a 
35 content delivery request from a content delivery 

client; 

a first content delivery source connected with 
said content delivery reception via a network, 
for delivering a content in response to said con- 

40 tent delivery request transferred from said con- 

tent delivery reception; and 
a content delivery destination connected with 
said content delivery reception and said first 
content delivery source via said network, said 

45 content delivery destination including a content 

receiver for receiving said delivered content, 

wherein said content delivery reception ac- 
cepts said content delivery request from a location 
50 different from said content delivery destination, and 

wherein, said content delivery request can 
specify a method of receiving said content. 

75. The system as recited In claim 74, further compris- 
55 ing: 

a second content delivery source for storing 
said content, 
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wherein said first content delivery source re- 
ceives said content from said second content deliv- 
ery source and delivers said content according to 
said content delivery request. 

76. The systenfi as recited In claim 74, further compris- 
ing: 

a content recommendation section for analyz- 
ing a past use trend client and a use record of 
said content receiver of said content delivery, 
and for recommending said content and said 
content receiver to said content delivery client 

77. A system of delivering content, comprising: 

a content delivery reception for accepting a 
content delivery request; 
a content delivery source for delivering a con- 
tent, said content delivery source connected 
with said content delivery reception via a net- 
work; 

a content delivery destination for receiving said 
delivered content, said content delivery desti- 
nation being connected with said content deliv- 
ery reception and said content delivery source 
via said network; and 

a plurality of content receivers connected with 
said content delivery destination, 

wherein said content delh/ery source sends a 
content delivering program for delivering a content 
according to said content delivery request, and 

wherein said content delivering program de- 
livers said content from said content delivery source 
to a specified content receiver among said plurality 
of content receivers. 

78. The system as recited in claim 77, wherein said con- 
tent delivery reception receives address data for 
identifying a delivery destination of said content, in- 
formation for Identifying equipment of said content 
receiver, and authentication infonnation. 

79. A system for delivering content, comprising: 

a content delivery reception for accepting a 
content delivery request; 
eContent delivery source having a content, said 
content delivery source being connected with 
said content delivery reception via a network,; 
a content delivery proxy connected with said 
content delivery reception and said content de- 
livery source via said network;, 
a content delivery destination for receiving said 
delivered content, said content delivery desti- 
nation being connected with said content deliv- 
ery reception, said content delivery source, and 



said content delivery proxy via said network; 
and 

a plurality of content receivers connected with 
said content delivery destination, 

5 

wherein a content delivering program is sent 
to said content delivery destination in order said 
content delivery proxy to obtain a content from said 
content delivery source and to deliver said content 
io according to said content delivery request, and 

said content delivering program delivers said 
content sent from said content delivery proxy to a 
specified content receiver among said plurality of 
content receivers. 

80. The system as recited in claim 79, wherein said con- 
tent delivery reception receives address data for 
Identifying a delivery destination of said content, in- 
formation for identifying equipment of said content 

20 receiver, and authentication Information. 

81 . The system as recited in claim 79, wherein said con- 
tent delivery proxy comprises: 

25 an authentication infonnation memory for stor- 

ing authentication infonnation for requesting a 
content from said content delivery source; 
an authentication information transmitter for 
transmitting said stored authentication informa- 

30 tion to said content delivery source; and 

a program transmitter for transmitting said de- 
livering program. 

82. A system for delivering content, comprising: 

35 

a content delivery reception for accepting a 
content delivery request; 
a content delivery source for delivering a con- 
tent, said content delivery source being con- 
40 nected with said content delivery reception via 

a networt<; 

a content delivery destination for receiving said 
delivered content, said content delivery desti- 
nation being connected with said content deliv- 
45 ery reception and said content delivery source 

via said network; 

a plurality of content receivers connected with 
said content delivery destination, 
a content delivery client administrative data- 
50 base for storing a use history of said content 

delivery request; and 

a content recommendation section for recom- 
mending a content based on said stored use 
history, 

55 

wherein said content delivery source sends a 
content delivering program for delivering a content 
according to said content delivery request, and 
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wherein said content delivering program de- 
livers said content to a specified content receiver 
among said plurality of content receivers. 

83. The system as recited in claim 82, wherein said con- 5 
tent delivery reception includes said content recom- 
mendation section. 
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